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K&H Bank Zrt. (registered office: 1095 Budapest, Lechner Ödön 
fasor 9., company registration number Cg. 01-10-041043, reg-
istered by: Metropolitan Court as Court of Registration, herein-
after: ‘Bank’) shall provide Banking Services Requiring Elec-
tronic Identification to its Clients in accordance with these Gen-
eral Contracting Terms and Conditions (hereinafter: ‘GCTC’). 
The personal scope of these GCTC shall extend to all persons 
using Banking Services Requiring Electronic Identification as 
defined in Section 1 below. 

The provisions of these GCTC shall apply: 
 to all Users using K&H e-banking services with an electronic 

identification device who signed their contracts before or on 
18 September 2009; 

 to all Users using K&H e-banking services with SMS authen-
tication who signed their contracts before or on 18 Septem-
ber 2009 and who are already using such services with the 
new electronic identification process as per the notice sent 
by the Bank (K&H myID, ePIN code, primary SMS pass-
word), 

 to all Clients who have used the services of the K&H Tele-
Center (Retail Telephone Banking)/ K&H Cégvonal (SME 
Telephone Banking)/ K&H Corporate Customer Service 
(Telephone Banking) actively as per the definition of the 
Bank (i.e. at least once since 1 January 2008) and who are 
now using them by way of the new electronic identification 
process as per the notice sent by the Bank (K&H myID, ePIN 
code); 

 to all Clients not using the K&H TeleCenter, K&H Cégvonal, 
K&H Corporate Customer Service actively who have 
switched to Banking Services Requiring Electronic Identifi-
cation as per the notice sent by the Bank and who are thus 
using these services by way of the new electronic identifica-
tion process (K&H myID, ePIN code); and 

 to all Clients having signed their contracts for Banking Ser-
vices Requiring Electronic Identification after 18 September 
2009. 

 - after made it available - to all Clients who conclude and 
sign contracts pertaining to products applied for via the 
Bank’s on-line platform (www.kh.hu) electronically, and, to 
all Clients who make an agreement with the Bank to sign 
electronic documents biometrically, and, if the User and the 
Client are different persons, to all Users of the aforemen-
tioned Clients who agree to the Bank holding their biometric 
data electronically. 

1. DEFINITIONS 

1.1. Client:  
Natural persons over 18 years of age or, in the case of certain 
products, over 14 years of age; resident and non-resident legal 
or unincorporated entities; organisations (foundations, 
churches, associations, municipalities, etc.); businesses; or pri-
vate individuals engaging in commercial activities that have a 
contract in place with the Bank for financial and/or supplemen-
tary financial services to which the Banking Services Requiring 
Electronic Identification applies. 

1.2. Agent:  
A natural person identified by the Client in the Contract prior to 
November 2, 2016 who can avail themselves of the services of-
fered by the K&H Corporate Telephone Banking Service in the 
manner specified in the prevailing Announcement following a 
successful telephone authentication. Only a Client who is a res-
ident or non-resident legal or unincorporated entity, organisation 
(foundation, church, association, municipality, etc.), business or 
private individual engaging in commercial activities may have an 
Agent. 

1.3. Telephone Representative:  
A natural person identified by the Client in the Contract prior to 
November 2, 2016 who liaises between the Bank and the Client 
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in respect of the services available through the K&H Corporate 
Telephone Banking Service, acts on the Client’s behalf and may 
use the services defined in the prevailing Announcement follow-
ing a successful telephone authentication. Only a Client that is 
a resident or non-resident legal or unincorporated entity, organ-
isation (foundation, church, association, municipality, etc.), busi-
ness or private individual engaging in commercial activities may 
have a Telephone Representative. The person of the Telephone 
Representative is not necessarily the same as the person with 
power of agency as defined in the relevant laws, i.e. the legal 
representative. 

1.4. Disponer:  
A User identified prior to November 2, 2016 by a Client that is a 
resident or non-resident legal or unincorporated entity, organi-
sation (foundation, church, association, municipality, etc.), busi-
ness or private individual engaging in commercial activities, who 
is a signatory towards the Bank and is entitled to use the ser-
vices requiring a right of disposal as specified by the Client and 
defined in the prevailing Announcement, following a successful 
telephone authentication, through the K&H Corporate Tele-
phone Banking Service. 

1.5. Transacting Person:  
A natural person identified by the Client in the Contract prior to 
November 2, 2016 who may use the services available through 
the K&H SME Telephone Banking Service specified by the Cli-
ent and defined in the effective Announcement following a suc-
cessful telephone authentication.  

1.6. Right of disposal:  
A collection of powers and rights that define the accounts with 
respect to which, the channels through which and the methods 
in which a User is entitled to transact, as well as the types of 
transactions a User is entitled to execute. A right of disposal may 
extend to one of the following: (i) execution of financial and non-
financial transactions, or (ii) execution of non-financial transac-
tions only. The available transactions are defined for each chan-
nel and each account type in the relevant Announcement. 

1.7. e-bank User:  
In the case of the K&H corporate e-bank service, a natural per-
son authorised in the Contract to execute electronic banking 
transactions - according to the terms and conditions applicable 
to the service – by a resident or non-resident legal or unincor-
porated entity, organisation (foundation, church, association, 
municipality, etc.), business or private individual client engaging 
in commercial activities. E- bank users with different powers can 
be defined in the Contract. The exact content of the different 
powers is described in the Users’ Manual. 

                                                      
1 also referred to as „e-box User” 

E-bank Users also include all natural person Clients using the 
K&H e-bank service.  

1.8. Electra User:  
A natural person authorised by a non-natural-person Client us-
ing the Electra service and K&H Electra24 electronic banking 
service based on a mobile phone application, to execute bank-
ing transactions requiring electronic identification in accordance 
with the terms and conditions applicable to the service con-
cerned, appointed by the Client in the relevant Annex.  

1.9.  mobile bank User:  
In the case of the K&H mobile banking service provided to non-
natural-person Clients, a natural person authorised to execute 
electronic banking transactions - according to the terms and 
conditions applicable to the service – by a resident or non-resi-
dent legal or unincorporated entity, organisation (foundation, 
church, association, municipality, etc.), business or private indi-
vidual client engaging in commercial activities.  
Mobile bank Users also include all natural person Clients using 
the K&H mobile bank service.  

1.10. e-post User1: 
A User authorised – under the terms and conditions defined in 
the relevant Announcement – by a non-natural-person Client to 
execute banking transactions requiring electronic authorisation 
through the K&H e-post service, in accordance with the terms 
and conditions applicable to this service, designated by the Cli-
ent in the relevant Annex. We differentiate between Normal 
Reader and Confidential Reader users. The powers relating to 
these roles are defined in the Announcement for Corporate Cli-
ents. After November 2, 2016, user authorisations that can be 
defined in the K&H e-post service are contained in the An-
nouncement for Corporate Clients. 

1.11. Mobile Wallet User:  
A K&H mobile bank User who has accepted the terms of use of 
the K&H mobile wallet. 

 
1.12. User:  

A natural person authorised by the Client under the terms rele-
vant to the service and under the conditions specified in the rel-
evant Announcement for using Banking Services Requiring 
Electronic Identification and executing Electronic Banking 
Transactions. Users shall also include natural persons who, with 
a view to facilitating the biometric signature of Electronic Docu-
ments, have consented to the holding of their biometric data by 
the Bank, provided that the Client, if different from the User, has 
also concluded an agreement with the Bank by about the bio-
metric signature of Electronic Documents. 
For Users registered at the Bank after November 2, 2016the 
user rights defined in Chapter III ‘Services’ and Annex 11 of the 
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Announcement for Corporate Clients are applicable  instead of 
those previously defined for roles of Agent, Telephone Repre-
sentative, Disponer, and Transacting Person Client. 

1.13. Banking Services Requiring Electronic Identifica-
tion:  

A collective name for the services provided by the Bank and de-
fined below: 

 K&H e-banking services: Banking services provided by the 
Bank and available to Clients online, i.e. the services avail-
able to Clients on the website of the Bank, 
https://www.kh.hu/ebank. Natural person Clients must use 
the services themselves as they are not entitled to appoint a 
Permanent Proxy. The available services are listed in the 
latest effective Announcements. 

 K&H mobile bank: A banking service provided by the Bank 
and available on a mobile device to clients using the K&H e-
bank service, or to e-bank Users. The K&H mobile bank ser-
vice is available to all K&H e-bank Users. A list of the ser-
vices available to clients and the technical requirements for 
the use of such services are contained in the prevailing An-
nouncements.  

 K&H mobile wallet: The K&H mobile wallet is an integral 
but distinct part of the K&H mobile bank application. It con-
tains our digital bankcard payment services and the related 
functionalities. The K&H mobile wallet can be accessed via 
mobile devices which meet the technical parameters pub-
lished in the Announcement. 

 Electra service: A banking service provided by the Bank to 
non-natural-person Clients through an electronic system in-
stalled on the Client’s computer or accessible via the Internet, 
suitable for the execution of banking transactions requiring 
electronic identification specified in Section 18.7.1. 

 K&H Electra24 electronic banking service based on a mo-
bile phone application: A banking application provided by 
the Bank and available for use on mobile devices by custom-
ers using the Electra service, through which banking transac-
tions requiring electronic identification, as set out in the pre-
sent GCTC and in the current Announcement, can be initi-
ated.  

 K&H e-post service2: electronic bank mailbox service pro-
vided by the Bank through the Internet to the Users of non-
natural-person Clients, through which Users may use the ser-
vices specified in the Announcement. 

 K&H TeleCenter: telephone banking services provided by 
the Bank to natural person Clients through a telephone cus-
tomer service. A Permanent Proxy or a Co-holder may act in 
the Client’s place or on their behalf if necessary, using their 
personal K&H myID and ePIN code. 

                                                      
2 also referred to as „K&H e-box service” 

 K&H SME/Corporate Telephone Banking Service: tele-
phone banking services provided by the Bank to non-natu-
ral-person Clients through a telephone customer service. 
The two customer services differ in terms of the services 
they provide. The services available from these two cus-
tomer services are described in the prevailing Announce-
ments. 

 electronic mailbox service: A service offered by K&H Bank 
either as part of its e-bank or e-post services, or as a sepa-
rate service, giving access to Electronic Documents for Us-
ers who, with a view to facilitating the biometric signature of 
Electronic Documents, have consented to the holding of 
their biometric data by the Bank, provided that the Client, if 
different from the User, has also concluded an agreement 
with the Bank on the biometric signature of Electronic Docu-
ments. For non-natural-person Clients, the electronic mail-
box service is only available to e-post Users of Clients that 
have signed a K&H e-post service agreement. 
 
1.14. K&H myID:  

The eight-digit numeric identification code defined in the manner 
described in Section 3 for the unique identification of the User 
when using the Banking Services Requiring Electronic Identifi-
cation. 

1.15. ePIN code:  
The secret six-digit numeric identification code defined in the 
manner described in Section 4 which, together with the K&H 
myID, serves to uniquely identify the User when using the Bank-
ing Services Requiring Electronic Identification. 

1.16. User name:  
An alphanumeric identification code defined in the manner de-
scribed in Section 5 for the unique identification of the User 
when using the K&H e-bank and the K&H e-post services. 

1.17. Password:  
An alphanumeric identification code defined in the manner de-
scribed in Section 6 for the unique identification of the User 
when using the K&H e-bank and the K&H e-post services. 

1.18. Electronic identification: 
 Identification with K&H myID: Electronic identification with-

out a device for the use of Banking Services Requiring Elec-
tronic Identification. The K&H myID is to be used together 
with the ePIN code or, in the case of K&H e-banking requir-
ing SMS authentication or in the case of the K&H e-post ser-
vice, the primary SMS password upon the first use. When 
activating the K&H mobile bank Service with the use of the 
myID, both the K&H myID and the ePIN code should be pro-
vided. 
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When using the electronic mailbox service not as part of the 
K&H e-bank or K&H e-post services, identification with K&H 
myID shall mean the provision of both the K&H myID and the 
ePIN code upon the first use.  

 Identification with a User name: For accessing the K&H e-
bank by an e-bank User or the K&H e-post services by an e-
post User through SMS authentication, their user name, 
password and primary SMS password should all be pro-
vided. When activating the K&H mobile bank services with 
the use of the User name, both the User name and the pass-
word should be provided. When using the electronic mailbox 
service not as part of the K&H e-bank or K&H e-post ser-
vices, identification with a user name shall mean the provi-
sion of both the User name and the password upon the acti-
vation by User name. 

 Identification with Token as identification device: For the use 
of the Electra service or the joint use of the Electra service 
and the K&H e-post service, the Bank provides Electra Us-
ers with an identification device, a Token. In order to use the 
service(s), Users must authenticate themselves with their 
Token together with the matching Token password. 

 Identification with smart phone application (VICA): For using 
the webElectra service and K&H Electra24 electronic bank-
ing service based on a mobile phone application, the Bank 
(also) allows the identification of the relevant Electra User 
via a smart phone application. Using the PIN provided for the 
application, the Electra User can log on to the application 
and execute banking transactions requiring electronic iden-
tification, accessible for the application in question. 

 Identification with a mobile token device: It means identifica-
tion through the use of an electronic identification device 
available to e-bank and/or the mobile bank Users in the K&H 
mobile bank application, which device is used for accessing 
the Bank’s e-bank and mobile bank services and signing 
transactions launched in such interfaces. The application is 
protected by an mPIN consisting of 5-12 characters, defined 
by the User when activating the mobile token. Fingerprints 
can also be used for authentication if allowed by the mobile 
device used. 

1.19. Contract:  
A unique Contract concluded by and between the Client and the 
Bank for the use of Banking Services Requiring Electronic Iden-
tification. The annexes (hereinafter: the Annex), these GCTC, 
the Bank’s General Terms and Conditions of Business and the 
Announcements form an integral part of the Contract. 

1.20. Framework Agreement:  
A Contract between the Parties on Banking Services Requiring 
Electronic Identification subject to these GCTC can be con-
cluded in the form a framework agreement on the provision of 
banking services, under the terms and conditions defined 
therein. In this case, the ‘Framework Agreement’ and the related 

‘Service request and/or modification’ documents shall together 
mean the Contract on the provision of Banking Services Requir-
ing Electronic Identification. A list of services available under the 
Framework Agreement is contained in the latest effective An-
nouncement. 

1.21. Announcement: 
Lists of conditions and notices displayed in the public areas and 
on the website of the Bank setting out the terms and conditions 
of using the Banking Services Requiring Electronic Identification 
pursuant to these GCTC. Announcements relevant in terms of 
Banking Services Requiring Electronic Identification: (i) An-
nouncement on the bank accounts, deposit accounts, term de-
posits and cash transactions of private individual customers, 
and (ii) Announcement on the bank accounts, deposits, cash 
transactions, bankcards and investments of private banking 
customers, and (iii) Announcement on the bank accounts, de-
posits, cash transactions, bankcards and investments of pre-
mium banking clients, and (iv) Announcement for Corporate Cli-
ents. Among others, Announcements describe the contents of 
the relevant services, the specification of the devices required 
for their use and the applicable fees and charges.  

1.22. Mobile token:  
A login device embedded in the K&H mobile bank application, 
which gives access to K&H e-bank, e-post, and mobile bank ser-
vices after it has been downloaded and activated. 

1.23. mPIN code:  
A secret numeric identification code provided by the User upon 
activation and required for identification when accessing the 
K&H mobile bank, K&H e-bank and K&H e-post services 
through the use of a mobile token. 

1.24. Fingerprints (for iPhone: TouchID):  
If using the mobile token when accessing the K&H mobile bank, 
K&H e-bank and K&H e-post services, Users can choose upon 
activation to use their fingerprints, if allowed by their mobile de-
vice (biometric authentication), instead of the mPIN code for au-
thentication. Fingerprint authentication requires the use of fin-
gerprints saved in the mobile device. The use of fingerprints is 
supported by the application only for certain device types that 
are listed in the prevailing Announcement. 

1.25. Electronic Document:  
Contracts pertaining to the financial and/or supplementary finan-
cial services offered by the Bank, as well as other documents 
generated and stored electronically, signed with the biometric 
signature or at least advanced electronic signature of the Bank 
and the Client or the User acting on behalf of the Client Bank. 
‘Electronic Documents’ also include other electronically gener-
ated documents identified in the present GCTC. Electronic Doc-
uments and the statements therein are to be considered written 
legal statements. 
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A list of documents related to banking services and generated 
in electronic format are contained in the relevant Announce-
ment.  

1.26. Electronic Signature 
An encryption procedure which produces a document with the 
same legal effect as a document with hand-written signature. 
From the electronic data matched with each other in the process 
of electronic signature it can be proven who signed the given 
document and with what contents.  

1.27. Biometric Data:  
The entirety of the measurable physical features of persons fa-
cilitating identification: all personal data obtained using unique 
technological procedures and pertaining to the physical, physi-
ological or behavioural characteristics of a natural person, which 
facilitates or confirms the unique identification of a natural per-
son. For the purposes of the present GCTC, the Bank considers 
all data entered in the process of biometric signature to be bio-
metric data.  

1.28. Biometric Signature:  
Personal ID recorded by the Bank subject to the User’s consent, 
which includes, amongst others, the signature’s image, speed, 
the pressure applied to the device used for adding the signature, 
the continuity of the line, as well as its pattern and size. 

1.29. Business Relationship:  
A notion set out in the effective version of the Act on Preventing 
and Combatting Money Laundering and the Financing of Terror-
ism. 

1.30. Wallet PIN:  
Numeric identifier used to authorize mobile payments on mobile 
devices. It is provided by the K&H mobile wallet User when the 
first bankcard is digitized and it can be changed freely at a later 
date. The same wallet PIN is associated with all the digital 
bankcards connected to a mobile device and different wallet 
PINs may be used on different devices.  
Merely entering the wallet PIN does not qualify as full-scale elec-
tronic identification. It is used to authorize transactions only.  

1.31. Micro enterprise:  
The term defined in the General Contracting Terms and Condi-
tions for payment and deposit services to corporate clients.  

1.32. Strong Client Authentication:  
Authentication using at least two components that fall in the cat-
egories of knowledge (information known only to the Client), 
possession (things possessed by the User) and biological fea-
ture (a feature of the User). The categories are independent in-
asmuch as when one of them is cracked, it does not affect the 
reliability of the rest and the confidentiality of the identification 
data is guaranteed with the procedure. 
 

1.33. Unique definitions pertaining to the K&H e-bank-
ing services: 

Primary SMS password: One-time password sent by the Bank 
to the Client in an SMS message upon login, authorising the 
User for one login. 

Secondary SMS password: For each transaction initiated by 
the Client, the Bank sends an SMS message to the Client con-
taining a unique one-time password at the time when (a) trans-
action(s) is/are to be performed. 

User’s Manual: a manual supporting the use of the e-banking 
service, giving a detailed description of the process of executing 
the different transactions, the content of the different functions 
and powers and the features of the different specifications. 

Access right: A right bestowed upon the e-bank User by the 
Client, granting the e-bank User the right to execute electronic 
banking transactions on the Client’s account specified in the rel-
evant Annex to the Contract, in line with the terms and condi-
tions applicable to the service and in compliance with the provi-
sions laid down in the Contract. The Client grants access rights 
to e-bank Users and determines the extent thereof in the rele-
vant Annex to the Contract. 

Minimum configuration: The minimum technical conditions re-
quired for the use of the service. 

Use in public places: Use outside the computers of the Bank 
or of the User in any public area or at any premises other than 
public areas which are open to anyone and where unauthorised 
parties may also access the data stored on the computer. 

1.34. Unique definitions pertaining to the K&H mobile 
bank service: 

mobile device: a smart phone with an operation system of the 
version and type as defined in the prevailing Announcement, 
and Internet access. 

mobile banking system: the Bank’s electronic system suitable 
for the execution of Banking Transactions Requiring Electronic 
Identification, accessible in the context of the mobile banking 
service. 

mobile banking software: a mobile device application enabling 
the User to execute Electronic Banking Transactions, i.e. to use 
the Bank’s services. 

Electronic Banking Transaction: any and all queries, orders 
and notifications given by the User to the Bank electronically. 
During electronic banking transactions, the User shall substitute 
their signature with a personal identification coding in the format 
approved by the Bank. 

1.35. Unique definitions pertaining to the K&H mobile 
wallet 
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NFC (Near Field Communication): data transmission solution 
which enables mobile devices in each other’s proximity to com-
municate with each other. The K&H mobile wallet can only be 
used on mobile devices capable of such communication for the 
User’s device and the POS terminal must be able to exchange 
information. 

In addition to this present section, the definitions set forth in the 
bankcard services GCTC (General Contracting Terms and Con-
ditions of Bank Card and Credit Card Services) are also appli-
cable to the K&H mobile wallet service. 

1.36. Unique definitions pertaining to the Electra ser-
vice and K&H Electra24 electronic banking ser-
vice based on a mobile phone application: 

Identification device (Token): a physical device issued by the 
Bank, which together with its matching Token password allows 
only the given Token holder User to use the Electra service. The 
Token issued by the bank is the property of the Bank. Only nat-
ural persons may be holders of a Token. One natural person 
may only have one Token at a time. 

Token password: an 8-character identification code specified 
by the User at the time of the first login using the Token, which 
has a dual function. It shall be used on the one hand at the time 
of each login during the use of the Electra service and on the 
other hand, for the approval of Electronic Banking Transactions 
performed in the context of the Electra service (by Electra Users 
to whom the right of disposal was granted using the form pro-
vided in the relevant Annex). 

webElectra: the web-based interface of the Electra service. 

VICA: an application developed for Android and iOS operating 
systems which enables the user to confirm or decline access or 
signatory actions initiated on the web platform or via a mobile 
device while using the service. 

Electra System: the Bank’s electronic system for the execution 
of Banking Transactions Requiring Electronic Identification 
available in the context of the Bank’s Electra service and K&H 
Electra24 electronic banking service based on a mobile phone 
application. 

Electra Software: any and all of the computer programs ena-
bling the Electra User to execute Electronic Banking Transac-
tions – and thereby to use the Bank’s services, irrespectively of 
the application/device used. 

Electra Software Module: All of the services requested by the 
Client and set up by the Bank from among the ones listed in 
Section 18.7.1. 

Electronic Banking Transaction: all orders and notices pro-
vided to the Bank by the Electra User directly through the appli-
cation of computer communication, at least partly in the form of 

electronic signals. During Electronic Banking Transactions, the 
Electra User substitutes their signature with personal identifica-
tion coding in the format approved by the Bank or with another 
similar authorisation tool (approved by the Bank). Orders and 
notices provided as Electronic Banking Transactions are irrevo-
cable and non-modifiable unless these GCTC expressly stipu-
lates otherwise or agreed otherwise by the Parties. 

ERP software: (ERP = enterprise resource planning) means 
the Client’s own accounting and account management applica-
tions. Most ERP software applications are able to issue invoices 
(payment orders) and import them into Internet banking systems 
as well as electronically receive bank account statements for the 
purpose of automatic verification. 

mobile device: an Internet-enabled smartphone with the ver-
sion number and operating system stipulated in the relevant An-
nouncement. 

1.37. Unique definitions pertaining to the K&H e-post 
service: 

Identification device (Token): A physical storage device is-
sued by the Bank, which together with its matching Token pass-
word allows only the given Token holder User to use the K&H e-
post service. The Token issued by the bank is the property of 
the Bank. Only natural persons may be holders of a Token. One 
natural person may only have one Token at a time. 

Token password: An 8-character identification code specified 
by the User at the time of the first login using the Token, which 
shall be used at the time of each login during the use of the K&H 
e-post service. 

Primary SMS password: One-time password sent by the Bank 
to the User in an SMS message upon login. 

Electronic Banking Transaction: All queries, orders and no-
tices provided to the Bank by the User directly through the ap-
plication of computer communication, at least partly in the form 
of electronic signals. During Electronic Banking Transactions, 
the User shall substitute their signature with a personal identifi-
cation coding in the format approved by the Bank. 

Access right: The right granted by the Client to the e-post User 
on the basis of which the e-post User disposes over the account 
or accounts specified by the Client and is authorised to perform 
Electronic Banking Transactions. The Client specifies the ac-
cess rights of e-post Users for the Bank using the form provided 
in the relevant Annex. 

2. GENERAL PROVISIONS 

2.1. Clients can request Banking Services Requiring Elec-
tronic Identification in a Contract signed with the Bank for this 
purpose, under which Users may use the banking services 
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specified in the Announcement pertaining to the selected elec-
tronic channel, using their K&H myID. The Bank issues a K&H 
myID, an ePIN code and a K&H e-bank identification device and 
a matching PIN code or an SMS password to be used for the 
services (Personal Authentication Data).  

2.2. Issues not regulated in these GCTC shall be governed 
by the provisions of the Bank’s General Terms and Conditions 
of Business and the General Contracting Terms and Conditions 
applicable to the services used by the User. Furthermore, issues 
not addressed herein shall be subject to the provisions of the 
Civil Code and the prevailing legislation on credit institutions, in-
vestment enterprises, payments and electronic payment chan-
nels. In addition, the User expressly confirms and accepts the 
provisions set out in Section 4: Data protection, data handling 
and the provision of information of the Bank’s General Terms 
and Conditions of Business, and grants the Bank the powers 
described therein. 

2.3. The use of the services is subject to the fees, commis-
sions and charges set out in the relevant Announcements. The 
Bank shall be entitled to charge to the Client’s account the fees, 
commissions and charges at the time specified in the relevant 
Announcements. The fees, commissions and charges payable 
for the Banking Services Requiring Electronic Identification 
quoted in the relevant Announcements do not include the fees, 
commissions and charges payable for the transactions effected 
while using the services. The costs associated with the use of 
the devices required for the use of the Banking Services Requir-
ing Electronic Identification (telephone, Internet, etc.) shall not 
be payable by the Bank.  
When applying for Banking Services Requiring Electronic Iden-
tification or in the case of already used Banking Services Re-
quiring Electronic Identification, in the absence of a bank ac-
count used for the settlement of fees (fee settlement account) 
the Bank shall automatically designate, as fee settlement ac-
count, the Client’s live, non-dedicated bank account that was 
opened at the earliest, according to the order defined in the rel-
evant Announcement. Any time during the provision of Banking 
Services Requiring Electronic Identification, the Client may re-
quest a modification of their fee settlement account in a branch. 
The method of designating the fee settlement account, and the 
accounts eligible for being involved in the fee settlement are 
contained in the latest effective relevant Announcement. In the 
absence of a fee settlement account, the Bank is entitled to ter-
minate the Contract on Banking Services Requiring Electronic 
Identification. 

2.4. When a User is initiating an order or executing a banking 
transaction, the time when the service was requested shall be 
the time determined and recorded by the electronic system of 
the Bank. The Bank shall execute the orders placed via the 
Banking Services Requiring Electronic Identification within the 

timeframe specified in the relevant Announcements concerning 
the procedures of receiving and executing Orders. 

2.5. The Client shall honour their payment obligations to the 
Bank arising under these GCTC as they become due/as they 
occur. The Bank shall have the right to charge any amounts re-
ceivable from the Client to any of their accounts managed by the 
Bank, or to offset such amounts against any amounts due to the 
Client on another account or from the Bank. 

2.6. The Client undertakes to pass on the contents of the 
GCTC to the User identified by them during the use of the ser-
vice.  

2.7. Each User shall have their unique K&H myID, which are 
all different and which can only be used by them. Users shall be 
bound by the obligations of the Client set out in the GCTC.  

2.8. The User shall acknowledge the instructions given while 
using the service as per the GCTC following the identification 
procedure as their own, and they shall take full responsibility for 
such instructions. 

2.9. The Bank does not provide investment advice regarding 
orders given via Banking Services Requiring Electronic Identifi-
cation, thus the Bank does not examine the suitability and ap-
propriateness of the product in question for the Client. 

2.10. Banking Services Requiring Electronic Identification are 
provided in the Hungarian language, but the e-bank and mobile 
bank services are also available in the English language. The 
User can only give orders in other languages at their own re-
sponsibility. 

2.11. The technical and software requirements of the Banking 
Services Requiring Electronic Identification regulated in the pre-
sent GCTC are included in the Announcement. 

3. COMPOSITION OF THE K&H MYID AND HOW TO 
OBTAIN IT 

3.1. All new Users shall receive their own K&H myID from the 
Bank, which can only be received in a branch. Natural persons 
may obtain their new K&H myID in a branch or via the K&H Tel-
eCenter (Retail Telephone Banking Service), while legal and un-
incorporated entities may obtain their new K&H myID in a 
branch only.  

4. COMPOSITION OF THE EPIN CODE AND HOW TO 
OBTAIN IT 

4.1. All new Users shall receive their own ePIN code. The 
ePIN code can be set up in a branch as a series of numbers 
determined by the User or generated in advance by the Bank in 
a closed system. The latter ePIN code type can also be mailed 
to the User upon request (for details see the effective Announce-
ment).  
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5. COMPOSITION OF THE USER NAME AND HOW TO 
OBTAIN IT 

5.1. Each User using the K&H e-bank or K&H e-post service 
or electronic mailbox service by SMS authentication after July 
15, 2013 shall provide, upon their first login, an alphanumeric 
user name composed of minimum 6 and maximum 15 charac-
ters, with which they can later use the service. A User shall use 
the same user name for accessing the K&H e-bank and the K&H 
e-post services. 

Format requirements: 
 minimum 6, maximum 15 characters 
 no differentiation between small and capital letters is made 
 may contain numeric and alphabetic characters 
 only the characters of the English alphabet are allowed 
 of special characters, the underline and the dot are allowed 
 spaces are not allowed. 
 

6. COMPOSITION OF THE PASSWORD AND HOW TO 
OBTAIN IT 

6.1. Each User using the K&H e-bank or the K&H e-post ser-
vice or electronic mailbox service by SMS authentication after 
July 15, 2013 shall provide, upon their first login, an alphanu-
meric password belonging to their user name described in Sec-
tion 5, composed of minimum 8 and maximum 15 characters, 
with which they can later use the service. A User shall use the 
same password for accessing the K&H e-bank and the K&H e-
post services. Users are obliged to modify their password at the 
intervals defined in the relevant Announcement. 

Format requirements: 
 minimum 8, maximum 15 characters 
 small and capital letters are differentiated  
 3 consecutive identical characters are not allowed 
 the password cannot be the same as the user name 
 it must contain small and capital letters alike, and at least 2 

numbers 
 

7. COMPOSITION OF THE MPIN CODE AND HOW TO 
OBTAIN IT 

Each User using the K&H e-bank services through mobile token 
authentication or the K&H mobile bank shall provide, upon acti-
vation (after they have downloaded the relevant application), a 
numeric mPIN code composed of minimum 5 and maximum 12 
characters, which allows them to use the services later on (in-
stead of the mPIN code, fingerprints can also be used for au-
thentication if made possible by their mobile device). For activa-
tion, either the user name and password defined in Sections 5 
and 6 or the K&H myID and ePIN code defined in Sections 3 

and 4 must be used. Or, if such identification data are not avail-
able, Users can activate their mobile token in the K&H e-bank. 

8. COMPOSITION OF THE WALLET PIN AND HOW TO 
OBTAIN IT 

Having accepted the terms of use of the K&H mobile wallet ser-
vice, for the digitization of the first bankcard Users will be re-
quired to choose a numeric wallet PIN of min 4 but max 8 digits, 
which will serve to authorize mobile payments. Later, the wallet 
PIN can be freely changed.  

9. USE OF FINGERPRINTS 

If their mobile device allows, the User may choose to use their 
fingerprint(s) saved on their mobile device for mobile token au-
thentication as biometric data. 

10. ACCESS TO AND MODIFICATION OF BANKING 
SERVICES REQUIRING ELECTRONIC 
AUTHENTICATION 

10.1. The Client shall specify the Banking Service(s) Requiring 
Electronic Identification they wish to use in the relevant Annex 
to the Contract, upon which the Bank shall grant access to the 
User thereto. An exception to this is the K&H mobile bank ser-
vice, which is automatically made available to Clients also using 
the K&H e-bank service; and the K&H mobile wallet service, 
which is automatically made available to K&H mobile bank Us-
ers, provided they meet the technical parameters. A further ex-
ception is the electronic mailbox service available to Users only 
if they have consented to the holding of their biometric data by 
the Bank, provided that the Client, if different from the User, has 
also concluded an agreement with the Bank on the biometric 
signature of Electronic Documents. 

10.2. The Bank shall provide the K&H myID to the User after 
the signature of the Contract. The Bank shall be entitled to with-
hold the K&H myID, the ePIN code and the identification device 
until the Client has complied with all the terms and conditions 
pertaining to the requesting of the services in question or to put-
ting the authorisation into effect and with any other terms and 
conditions set out in the Contract.  

10.3. The User shall be entitled to change their personal ePIN 
code in the automated telephone system. The PIN code of the 
identification device can be changed in the e-banking applica-
tion.  
mPIN codes that belong to the mobile token may be modified by 
the User in the K&H mobile bank application. This is also where 
the User can specify whether they want to use their fingerprint 
(if allowed by their mobile device) or the mPIN code for mobile 
token authentication. 
Users having signed in and been identified in the mobile bank 
can change the wallet PIN in the K&H mobile wallet.  
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10.4. The User shall be responsible for their K&H myID and 
ePIN code and their identification device and the matching PIN 
code from their receipt or creation in the system. 

11. PROCEDURES TO BE FOLLOWED BY THE USER; 
ELECTRONIC IDENTIFICATION , AND VERIFICATION 
OF ENTITLEMENT 

11.1. If the User fails to comply with all the rules and require-
ments applicable to electronic identification as set out herein, 
the Bank shall be entitled to refuse to provide the requested ser-
vice. 

11.2. Prior to their electronic identification, Users can only 
carry out transactions which are not subject thereto according to 
the relevant Announcement. 

11.3. When using Banking Services Requiring Electronic Iden-
tification, for electronic identification the User must enter, de-
pending on the type of the electronic channel used, their K&H 
myID and ePIN code as well as their primary/secondary SMS 
password to access the K&H e-bank or K&H e-post services re-
quiring SMS authentication; their mPIN code (or fingerprint if 
their mobile device allows the use of fingerprints) when using 
K&H e-bank and K&H e-post, or K&H mobile bank requiring au-
thentication through a mobile token, or their identification device 
and matching Token password when using the Electra service 
or K&H e-post service requiring Token-based authentication; 
their K&H myID and ePIN code to access for the first time the 
electronic mailbox service offered not as part of the K&H e-bank 
or K&H e-post services, their User name, Password and the pri-
marily SMS password to access the same at later occasions. 
When using webElectra or K&H Electra24 electronic banking 
service based on a mobile phone application, electronic identifi-
cation takes place by using the VICA smart phone application 
linked to the K&H myID of the Electra User concerned and by 
providing the PIN of that application. For the K&H mobile wallet 
service, a User’s entitlement to authorize mobile payments is 
verified by the use of the wallet PIN. 

11.4. The handling of ePINs, mPINs, wallet PINs, and PIN 
codes by the Bank is subject to strict security requirements. 

11.5. Identification on landline or mobile telephone (K&H Tel-
eCenter (Retail Telephone Banking Service), K&H SME Tele-
phone Banking Service, and K&H Corporate Telephone Bank-
ing Service):  

Having successfully reached the relevant telephone banking 
service, the User must enter their K&H myID code and their 
ePIN code on a touch-tone or mobile telephone. Once they have 
been successfully identified, they are put through to the auto-
mated system or a Telephone Banker or a staff of the K&H Cor-
porate Telephone Banking Service who will assist them with the 
execution of their order. 

11.6. Online authentication for K&H e-banking services: 

 Accessing the K&H e-banking services with SMS authenti-
cation: The User keys in their K&H myID and ePIN code us-
ing the keyboard. The Bank sends the primary SMS pass-
word to their mobile phone in a text message. Only when all 
three codes have been entered can the User use the K&H 
e-banking services. If a User logs in for the first time after 
July 15, 2013, they shall provide the user name and pass-
word described in Sections 5-6, which shall replace the K&H 
myID and the ePIN code in all subsequent login actions. 

 Accessing the K&H e-bank with mobile token authentication: 
After selecting the Login function on the K&H mobile bank 
home page the User uses the camera of their mobile device 
to scan the coloured code displayed on the computer 
screen. After successfully scanning the code, they enter the 
mPIN code on their mobile device. If accepted, the identifi-
cation is deemed completed and the service becomes avail-
able. In case the User’s mobile device has no Internet con-
nection when logging in the User must first scan the coloured 
code and enter the mPIN code and then key in the 19-char-
acter login code (a numeric code consisting of 19 characters) 
in the appropriate field of the e-bank screen, so the joint pro-
vision of both the mPIN code and the login code allows the 
User to access the K&H e-bank service. 

11.7. Authentication for the K&H mobile banking service: 

 Login to the K&H mobile banking service: the Users can ac-
cess the K&H mobile banking service after providing their 
mPIN code entered upon activating the application or their 
fingerprint(s) if their mobile device allows the use of finger-
prints. 

11.8. Authentication for the K&H mobile wallet service: 

To enter the K&H mobile wallet service Users need not be iden-
tified. However, certain functionalities will only be accessible af-
ter the User has logged in to the K&H mobile bank. The wallet 
PIN is used to authorize mobile payments only. 

11.9. Authentication for Electra and K&H Electra24 electronic 
banking service based on a mobile phone application: 

After the insertion according to the instructions of the Token in 
the USB connector, the Electra User keys in the Token pass-
word using the keyboard. After the correct entry of the Token 
password, the authentication is successful and the Electra ser-
vice becomes accessible. When using the K&H webElectra ser-
vice, the service also becomes accessible with the help of the 
VICA application installed on the smart phone by the Electra 
User. K&H Electra24 electronic banking service based on a mo-
bile phone application, can only be used with the VICA applica-
tion installed by the Electra User onto his/her smartphone. For 
using the downloaded VICA application, the Electra User keys 
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in the registration code provided by the Bank and the one-time 
SMS code sent by the Bank; once these codes are entered the 
application is activated. In the activated application, the Electra 
User must choose a PIN code which will have to be used in the 
future to start the VICA application and to validate the transac-
tions. From then on, the Electra User logs in the VICA applica-
tion by indicating their PIN registered earlier and confirms the 
identification requests appearing there. 

11.10. Authentication for K&H e-post services: 

 The e-bank User using K&H e-banking services may access 
the K&H e-post service after accessing the e-bank. 

 Accessing the K&H e-post service with SMS authentication: 
the e-post User keys in their K&H myID and ePIN code using 
the keyboard. The Bank sends them the primary SMS pass-
word to their mobile phone in a text message. Only when all 
three codes have been entered can the User use the K&H 
e-post service. 

 Accessing the K&H e-post service with an identification de-
vice (Token): After the insertion according to the instruction 
of the Token in the USB connector, the e-post User keys in 
the Token password using the keyboard. The authentication 
is successful and the e-post service is accessible after the 
correct entry of the Token password. 

11.11. When web-based Banking Services Requiring Electronic 
Identification (K&H webElectra, K&H e-bank, K&H e-post) are 
used, once identification is successfully completed using one of 
the electronic identification methods stipulated for the relevant 
channel and described under Sections 11.6, 11.9 and 11.10, on 
the same device the User will be able to access, without further 
identification, all other web-based electronic channels to which 
they have user rights (log-on with one-off identification) either as 
Client or User authorised by the Client. However, the approval 
of a transaction requiring electronic identification may, in each 
and every channel, only take place if identification is success-
fully completed using the identification device stipulated for the 
relevant channel, and, if the Client and the User are different 
persons, approved by the Client for use by the User. 

11.12. Authentication for the electronic mailbox service: 

 Access to the electronic mailbox service for Users with K&H 
e-bank or K&H e-post services: Users with K&H e-bank or 
K&H e-post services can access the electronic mailbox ser-
vice after having logged into the e-bank or e-post platform. 

 Access to the electronic mailbox service with SMS authenti-
cation for Users without K&H e-bank or K&H e-post services: 
using their keyboard, the Users are required to type their 
K&H myID and ePIN code. The Bank will respond by send-
ing a text message containing the primary SMS password. 

The User will need all the above to gain access to the elec-
tronic mailbox service. When accessing for the first time the 
User is required to provide the User name and Password as 
per Sections 5-6 above; at later occasions the K&H myID 
and ePIN code must be submitted.  

12. GENERAL RIGHTS AND OBLIGATIONS OF THE 
PARTIES 

12.1. The User shall always act during the term of the Contract 
signed with the Bank as can be reasonably expected in such 
circumstances. This includes an obligation to retain their K&H 
myID and ePIN code and the identification device and PIN code 
required for authentication. Further, the Users shall keep confi-
dential the items listed above as well as their user name and 
password, their primary/secondary SMS password, their login 
code and numeric codes used for signing transaction orders if 
relying on mobile token identification, and the mPIN, as well as 
the wallet PIN code required for approving mobile wallet trans-
actions; and may not disclose them to third parties. Should a 
User make a note of their K&H myID and ePIN code, or their 
primary/secondary SMS password and the PIN code for their 
identification device, or the user name and the password, or the 
mPIN or wallet PIN, they shall keep such records separate from 
any and all documents associated in any way with their bank 
accounts or their identification device or their smart phone hav-
ing the K&H mobile bank application downloaded, and they shall 
seek to ensure that they cannot be accessed and acquired by 
third persons. The User shall be responsible for the safe han-
dling and the proper and lawful use of their identification device, 
K&H myID, PIN codes, user name and password. The User/Cli-
ent shall be fully liable for any damages resulting from their fail-
ure with intent or gross negligence to comply with the above fully 
or in part. Furthermore, the User shall be liable for any direct 
and consequential damages resulting from the incorrect use of 
their K&H myID, ePIN code, primary/secondary SMS password, 
user name and password, the mPIN code/fingerprint, the wallet 
PIN, the identification device, PIN code or the obtaining thereof 
by third persons. The Bank shall accept no liability for any dam-
age resulting from the circumstances described herein. 

12.2. The Bank shall use all reasonable efforts in its electronic 
data transmission to ensure that the Client’s details cannot be 
accessed by unauthorised persons.  

12.3. In the case of K&H e-banking and K&H e-post services 
requiring SMS authentication, as well as regarding the confirm-
ing SMS message when activating the K&H mobile banking ser-
vice with the combination of myID/ePIN or user name/password, 
the liability of the Bank shall extend from sending the message 
from the Bank through to its arrival to the message centre of the 
relevant mobile network operator. 
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12.4. Irrespective of the User’s liability stipulated in Section 
12.1 the Bank, in accordance with its statutory obligation, must 
refuse to provide the relevant service if it discovers that the 
User’s K&H myID, ePIN code, primary/secondary SMS pass-
word, identification device, activated mobile token and related 
mPIN code, user name and related password, or wallet PIN 
have been lost by or stolen from the User. The Bank must pro-
hibit the provision of services requested in this manner at the 
time and thereafter, delete the ePIN code and cancel the identi-
fication device, the user name and the related password, and 
the mobile token and the related mPIN code, as well as the wal-
let PIN, and promptly notify the Client thereof in the most practi-
cable manner, i.e. by telephone, by e-mail, fax or post. In the 
event that a mobile token identification code is cancelled due to 
alleged misuse/abuse, the Bank will also suspend the related 
mobile wallet service. 

12.5. The Bank shall be entitled to refuse to execute a User’s 
order if it does not comply with the legislative provisions in effect, 
is incomplete, incorrect or contains other incorrect data, and at 
the same time it shall inform the User of the reason(s) thereof. 
The Bank shall not be responsible for events and non-perfor-
mances arising from the fact that the User fails to use their K&H 
myID, identification device, or the mobile token and the mPIN 
code/fingerprint, or the wallet PIN, or use them incorrectly or not 
in the environment required for their correct use. Environment 
for correct use shall mean the tools specified in these GCTC or 
the relevant Announcement, the components of the installation 
program provided by the Bank and the technical environment 
suitable for their regular use at the time. 

12.6. The Bank shall accept and handle the orders received 
via the system for Banking Services Requiring Electronic Identi-
fication and record them in its computerised system, if they meet 
the same requirements in terms of their content as orders given 
in writing. The recorded entry substitutes the written order and it 
is the equal thereof in every respect. Orders received electroni-
cally may however be different from the written order in terms of 
data content, final submission deadline, execution order and 
fees and commissions, the details of which are described in the 
relevant Announcement. The Client shall accept the data rec-
orded in the system of the Bank as authentic and recognise 
them as evidence of both giving and executing the order in the 
event of a legal dispute. 

12.7. In the case of services used according to the GCTC, the 
User shall recognise the information provided after the authen-
tication as their own and they shall take full liability therefor. 

12.8. The Bank shall be entitled to refuse to execute orders if 
a technical error occurred during their entry and the User did not 
confirm the order and/or its execution as a result. 

12.9. The Bank shall not be liable for any technical errors oc-
curring during the provision of the services or the failure of trans-
actions resulting therefrom if such errors occurred outside the 
control of the Bank or cannot be attributed thereto. 

12.10. To take advantage of Banking Services Requiring Elec-
tronic Identification Users must be able to provide proof of their 
access authority:  
 their K&H myID and ePIN code, 
 their user name, the related password, and the pri-

mary/secondary SMS password, 
 their identification device and the PIN code,  
 the activated mobile token and the mPIN code/finger-

print, and 
 the wallet PIN. 

The Bank shall not check the User’s authority for and the cir-
cumstances of their use of the K&H myID and the ePIN code, or 
the user name and the relevant password and the SMS pass-
word, the identification device and PIN code, or the mobile token 
and the mPIN code/fingerprint, or the wallet PIN. However, the 
Client acknowledges that the Bank is entitled to check the legit-
imacy and authenticity of orders received through the use of 
these services. 

12.11. The Client shall ensure that the funds required for the 
execution of their orders involving the use of Banking Services 
Requiring Electronic Identification are available at the time of 
execution, including any and all fees and charges applicable to 
the execution of such orders at the time, which are due simulta-
neously with the execution of the order. If the funds on the Cli-
ent’s account do not fully cover such fees and charges, the Bank 
shall be entitled to refuse to execute the relevant order. The 
Bank may limit the number of orders, and the amounts involved 
in them, that can be placed using the K&H myID, the user name 
and the password, or the mobile token in a specific period of 
time. The Bank shall inform the User about these limits in the 
relevant parts of the Announcement. 

12.12. Any orders given via electronic identification cannot be 
withdrawn, except in the cases specified in these GCTC and the 
Announcement. The Bank shall be entitled to charge to the Cli-
ent’s account the amounts specified in the orders given in ac-
cordance with the GCTC during the electronic identification us-
ing the Banking Services Requiring Electronic Identification.  

12.13. The Client shall be informed about the transactions per-
formed during the use of Banking Services Requiring Electronic 
Identification in the bank account statement, or in the securi-
ties/client account statement.  

12.14. The Bank shall not be liable for any damages arising 
within the control of the operators or from the use of telephone 
lines, private switchboards and computerised systems, or the 
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use of telephone sets or computers used by the User. Further-
more, the Bank shall not be liable for any damages arising from 
the use of intercepted information obtained by unauthorised ac-
cess to telephone sets, telephone lines and computerised elec-
tronic systems. The User hereby irrevocably exempts the Bank 
from any liability that may result from a telephone conversation 
being cut off, repeated or distorted, or from an error in the com-
puterised system or computer network or a disruption of their 
operation for whatever reason. 

12.15. If the protection mechanism of the mobile device on which 
the mobile banking application has been downloaded and with 
which an active mobile token is used has been eliminated or 
weakened in any manner (‘rooted’ or ‘jailbroken’ in particular), the 
Bank shall not be liable for any damages arising from frauds that 
were committed during the use of such a mobile device. Any and 
all damages arising from frauds that were committed with such a 
mobile device shall be borne exclusively by the User. By accept-
ing the statement appearing when the mobile banking application 
is activated, the User shall acknowledge this fact and irrevocably 
exempts the Bank from any liability that may result from the use 
of such a mobile device. 
 
13. DELETION OF THE EPIN CODE, PASSWORD, 

BLOCKING OF THE IDENTIFICATION DEVICE 

13.1. Users shall immediately report to the Bank if they dis-
cover that 

 their ePIN code, password, primary/secondary SMS 
password, identification device (including the token) and 
the related PIN code, password, smartphone containing 
their activated mobile token and their related mPIN, or 
wallet PIN, or the device on which the VICA application 
is installed and the related PIN have been lost or stolen; 

 their ePIN code, password, primary/secondary SMS 
password, mPIN code, or the PIN code, password re-
lated to the identification device or the VICA application 
has fallen into the hands of unauthorised persons; 

 an unauthorised transaction has been initiated using 
their ePIN code, password, mPIN code/fingerprint, iden-
tification device, VICA application, or wallet PIN. 

13.2. Users may make such reports in writing, in any branch of 
the Bank or by telephone to the relevant telephone banking ser-
vice; all telephone banking services can be contacted twenty-
four hours a day, seven days a week with a view to the deletion 
of ePIN codes, passwords and mobile tokens and the associ-
ated mobile wallets, and the blocking of identification devices or 
the VICA application. Such reports can only be made by Users, 
and the codes can only be deleted and the blocking effected by 
the Bank, except for mobile tokens and the associated mobile 
wallets, whose deletion can be initiated by the Users themselves 

in the e-bank or mobile bank application. The Bank will also ac-
cept such a report from another person if the relevant User is 
not in a position to do so and the person making the report can 
only assume this circumstance. In this case the person making 
the report must provide their personal identification details 
(name, address, mother’s name) and assert that they are ex-
pressly requesting the deletion of the ePIN code and/or pass-
word or of the mobile token and the associated mobile wallet, or 
the blocking of the identification device or the VICA application. 
The Bank shall not examine actual authority when the report is 
made, and it shall not be liable for any damages arising from 
unauthorised reports. 

13.3. The report shall include: 

 If made by a natural person: the User’s personal identifica-
tion details (name, address, mother’s name, any identifica-
tion number used in banking except for a bank account num-
ber). If the User fails to comply with this requirement, the 
Bank may refuse to record their report and simultaneously 
inform the User thereof. 

 If made by a legal or unincorporated entity: the details of the 
legal or unincorporated entity Client (name, registered office) 
and the User’s personal identification details (name, ad-
dress, mother’s name, bank identification number). 

When reporting such an incident – in the event of the deletion or 
cancellation of an ePIN code, mPIN code, wallet PIN, password, 
primary/secondary SMS password or identification device’s or 
VICA application’s PIN code due to the obtaining thereof by an 
unauthorised person – the event prompting the report must be 
specified together with its venue and time or, if the User does 
not know the exact details, its likely venue and time. If the report 
does not contain the User’s personal identification details, the 
Bank may disregard it and immediately inform the User thereof. 
The Bank shall have the right to request further details related 
to the User and kept on file by the Bank in order to verify the 
User’s authority for making such a report. The reports shall also 
serve as an instruction to delete the relevant ePIN code and/or 
password or the mobile token and the associated mobile wallet, 
or to block the relevant identification device or the VICA appli-
cation. If the reason for the report made in order to have an ePIN 
code and/or password and/or mobile token and associated mo-
bile wallet deleted or an identification device or VICA application 
blocked is an action assumed to being unauthorised and discov-
ered on the account and the User does not request the deletion 
or blocking when making the report, the Bank shall act in ac-
cordance with the rules applicable to complaints. If a reasonably 
careful analysis of the facts concludes that the reported event(s) 
occurred in a criminal offence, the Client shall immediately re-
port this suspicion to the relevant authorities. 
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13.4. Other than that, any third persons having discovered that 
the ePIN code, the password, the mPIN code or the telephone 
containing the related mobile token and the wallet PIN, or the 
identification device or the device equipped with the VICA appli-
cation has been lost or stolen may report this in any of the man-
ners listed in Section 13.2. Persons making such a report must 
give their personal details (name, address, mother’s name) and 
the details of the identification device in question in a clearly 
identifiable way, and explain how they learnt about the loss or 
theft. If the identification device or the access via the VICA ap-
plication cannot be clearly identified on the basis of the report, 
the Bank will disregard the report and refuse the deletion/block-
ing. Reports described herein shall also be governed by the 
other provisions of Section 13.  

13.5. The local time in Hungary as measured and recorded by 
the central systems of the Bank shall be used to determine the 
time of the report as well as the time the ePIN code and/or pass-
word or the mobile token and the associated mobile wallet were 
deleted or the identification device or the VICA application was 
blocked, as well as the liability for costs, risks and damage. 

13.6. Based on the report received, the Bank shall immediately 
proceed to implement the deletion/blocking. The deletion/block-
ing shall come into effect when the Bank has taken the required 
actions in the time needed therefor. Upon the deletion of the 
ePIN code and/or password all Banking Services Requiring 
Electronic Identification through the ePIN code and/or password 
shall immediately become unavailable to the User. Where a mo-
bile token is deleted,, the token and the associated mobile wallet 
will be deleted only on the device(s) reported, and the mobile 
token and the K&H mobile wallet service may continue to be 
used on other devices of the same User (if any). 

13.7. The Bank may charge a fee for deleting the ePIN code, 
the password or the mobile token, or for the replacement of the 
identification device or the VICA application. The extent of this 
fee is quoted in the prevailing Announcement. Such a report 
shall not authorise the Client to delay the performance of any of 
its obligations to the Bank. 

13.8. The deletion of the ePIN code and/or password, and the 
blocking of the identification device or the VICA application shall 
be final and irrevocable; the ePIN code, the password, the iden-
tification device and the VICA application can no longer be used 
with the same registration. Deleted ePIN codes, passwords and 
blocked identification devices or devices equipped with the VICA 
application cannot be used even if they are subsequently found. 
The deletion of a mobile token is also irrevocable, but if the de-
vice is found, a new mobile token can be activated on it and the 
bankcards in the mobile wallet too can be re-digitized. The risk 
of deletion/blocking and any damage arising therefrom (from the 
fact that the deleted ePIN code/password/mobile token and as-

sociated mobile wallet, blocked identification device or VICA ap-
plication cannot be used) shall be borne by the Client. The Bank 
shall not be liable for any damages suffered by the Client or any 
third parties that may result from a failure of deletion or blocking 
(including the unsuccessfulness of a deletion by the User for any 
reason falling within the interest of the User) or an abuse of their 
deletion/blocking. ePIN codes, passwords, mobile tokens and 
the digital bankcards in the associated mobile wallets, as well 
as identification devices can only be replaced and the VICA ap-
plication used again after applying for a new ePIN code, a new 
password/new identification device, or activating a new mobile 
token for the K&H mobile banking application and re-digitizing 
the bankcards in the associated mobile wallet, or repeatedly re-
questing registration in the VICA application. 

13.9. For security reasons the Bank shall have the right to de-
lete/block the ePIN code, the password, the mobile token and 
the associated mobile wallet, the identification device/the identi-
fication via the VICA application if the risk arising from the rele-
vant Contract significantly changes; if there are insufficient funds 
on the account, if there are reasonable grounds for suspecting 
that the code has been abused or misused; if the User is found 
to be in material breach of contract; or if the contract ceases to 
exist.  
In addition to the above, the Bank is entitled to finally block (can-
cel) the physical authentication device (Token) if the User fails 
to renew the certificate of the identification device despite a de-
mand to this end, within 6 (six) months from such demand. 
Of the deletion/blocking the Bank shall inform the User, or in the 
case of a physical authentication device (Token) or VICA appli-
cation the Client.  

13.10. The User acknowledges that the Bank may block or de-
lete their ePIN code, password, mobile token and associated 
mobile wallet, identification device or identification via the VICA 
application in the following cases:  

 Blocking and deletion of the ePIN code: the Bank shall block 
ePIN codes (for 24 hours) if it is entered incorrectly three 
times in succession. If an ePIN code is blocked three times 
within 30 calendar days, it shall be deleted finally and irrev-
ocably. 

 blocking and deletion of the password: the Bank shall block 
passwords (for 24 hours) if it is entered incorrectly three 
times in succession. If a password is entered incorrectly five 
times in succession, it shall be deleted finally and irrevoca-
bly. 

 blocking of the identification device (Token): The Bank shall 
block the identification device after the Token password is 
entered incorrectly five times in succession. The blocked To-
ken can only be released by the Bank after an identified 
phone-call to the Corporate Telephone Banking Service. 
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 Blocking of the mobile token: the Bank shall block the mobile 
token for 24 hours if the mPIN code/fingerprint is erroneously 
entered on the same device on three consecutive occasions. 
In such cases, the digital bankcards in the mobile wallet as-
sociated with the mobile token can still be used to authorize 
payments while the blocking continues. If the mPIN code/fin-
gerprint is entered erroneously on five consecutive occa-
sions on any device, the option of identification through the 
mobile token will be blocked for the User. The blocking can 
be released only in a branch or through TeleCenter. In that 
case all associated mobile wallets, including the digital 
bankcards therein, will be suspended. 

 Blocking identification via the VICA application: The possi-
bility of identification via the VICA application is blocked if 
the wrong PIN is entered on the occasion of 5 consecutive 
attempts while using the application. The blocking is final; 
the possibility of identification via the VICA application be-
comes accessible again only after the repeated download-
ing, registration and activation of the application. 

14. RULES APPLICABLE TO LIABILITY FOR DAMAGE 
RESULTING FROM UNAUTHORISED USE OF 
BANKING SERVICES REQUIRING ELECTRONIC 
IDENTIFICATION, DELETION OF THE EPIN 
CODE/BLOCKING OF IDENTIFICATION DEVICES 

14.1. Any damage occurring at the Client in relation to unap-
proved payment transactions initiated with the use of a device, 
ID or Personal Authentication Data removed from the posses-
sion of the User, stolen or used without authorisation prior to 
being reported shall be borne by the natural person and Micro 
enterprise Clients up to HUF 15,000 (fifteen thousand). Any ad-
ditional damage occurring at the Client shall be borne by the 
Bank in compliance with the provisions of these GCTC. 

14.2. Natural person and Micro enterprise Clients shall not be 
liable even up to the amount stated in Section 14.1 when  

 the User could not have detected the theft, removal from 
their possession or unauthorised use of the device, the ID or 
Personal Authentication Data prior to the execution of the 
payment transaction, 

 the damage was the result of the measure of default of a 
Bank employee, payment intermediary, branch office or 
party performing outsourced activities for the Bank, 

 the Bank did not require Strong Client Authentication, 

 the damage has been caused through a personalized proce-
dure qualifying as a cash substitute payment instrument that 
was used with an IT or communications device or the cash 
substitute payment instrument was used without the per-
sonal safety elements (such as the personal identification 
code (PIN code), or other codes), 

 the Bank did not allow the User to report unlawful use or the 
release of the blockage from the device free of any fee, 
charges or other payment obligations. 

14.3. The Bank is exempt from the liability listed in Sections 
14.1. and 14.2. if it proves, that the damage caused by the un-
approved payment transaction was caused by fraudulent con-
duct of the Client/User, or that the damage was caused by the 
intentional or grossly negligent breach of their obligations de-
fined in Sections 12.1 and 13.1. 

14.4. The risk of the ePIN code, the password or the mobile 
token and the associated mobile wallet being deleted or the 
electronic identification device or VICA application being 
blocked, as well as of any damage arising as a result, shall be 
borne by the Client. The Bank shall not be liable for any dam-
ages suffered by the Client or any third parties resulting from the 
failure to perform the deletion or the blocking or, if otherwise 
permitted under these GCTC, from the failure of the deletion by 
the User for any reason falling within the scope of interest of the 
User, and from any abuse related to the deletion/blocking, or 
arising subsequently in connection therewith. 

14.5. The Bank only accepts liability for damage arising within 
the control of the Client following the deletion of the ePIN code, 
password, mobile token and associated mobile wallet, or the 
blocking of the identification device or the VICA application if the 
damage in question is expressly attributable to the Bank’s neg-
ligence. The Bank shall be exempted from liability if it success-
fully proves that the damages occurred due to a breach of con-
tract wilfully committed by the User or caused by their gross neg-
ligence. Any and all risks and costs associated with electronic 
banking transactions or payment transactions requiring the sim-
ultaneous use of the identification device and PIN code, the 
VICA application and its PIN, the K&H myID and the ePIN code, 
the mobile token and the related mPIN code/fingerprint and the 
wallet PIN, and/or the user name and password and the pri-
mary/secondary SMS password shall be borne by the Client as 
damage arising from their wilful conduct or gross negligence.  

15. AMENDMENT OF THE TERMS OF CONTRACT 

15.1. The Bank shall expressly reserve and the Client shall 
acknowledge the right to supplement the provisions of the 
GCTC whenever new or improved services are introduced, and 
to unilaterally amend the provisions of the GCTC in force and 
the terms and conditions set out in the Announcement to reflect 
any changes in the legislation applicable or relevant to the ac-
tivities and the operating conditions of the Bank; in the rulings of 
the Central Bank of Hungary or any other regulations binding on 
the Bank, the Central Bank base rate or any other Central Bank 
interest rates; in the opportunities for fundraising in money mar-
kets and the costs thereof; in other prime costs of the Bank, the 
consumer price index or state interest subsidies; in taxes and 
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contributions, the reserve requirements or the procedures or op-
erating processes of the Bank, and in the risk associated with a 
service or the Client. 

15.2. Should the Bank modify the provisions of its effective Gen-
eral Contracting Terms and Conditions and/or relevant An-
nouncement to the detriment of the Client, it shall be obliged to 
display such amended General Contracting Terms and Condi-
tions and/or Announcement in its branches and to publish them 
on its website 30 (thirty) days and, in the case of natural person 
and Micro Enterprise Clients, 2 (two) months before the modifi-
cation is to take effect. Should the Client not agree with such a 
modification, the Bank shall consider that the Client has termi-
nated the contract(s) with the Bank in accordance with the terms 
and conditions of the Contract for Banking Services with Elec-
tronic Identification or, when they are not available, by the effec-
tive date of the modification. 

16. BANK ACCOUNT STATEMENT AND OTHER 
DOCUMENTS 

16.1. Notices about orders given by the User in accordance 
with the terms and conditions of the present GCTC shall only be 
sent by the Bank if specifically requested by the Client. Such 
special notices shall be subject to a charge published in the pre-
vailing Announcements. 

16.2. The document received about the service(s) used (bank 
account statement, special notice) shall be regarded as written 
proof of the execution of such orders. 

17. TERMINATION OF THE CONTRACT FOR BANKING 
SERVICES REQUIRING ELECTRONIC 
IDENTIFICATION 

17.1. The Contract ceases to exist: 

(a) by extraordinary termination by the Bank with immediate 
effect; 

(b) by regular termination by the Bank or the Client; 
(c) by mutual consent on a date agreed by the Bank and the 

Client; 
(d) if the Contract for all of the Banking Services Requiring 

Electronic Identification used by the Client ceases to ex-
ist; or 

(e) if all bank account contracts serving as a basis for the 
service cease to exist for whatever reason. 

17.2. In the event of a material breach of contract by the Client 
the Bank shall have the right to terminate the contract with im-
mediate effect and at the same time to terminate the User’s ac-
cess right to the service (extraordinary termination). 

17.3. The Bank has the right to terminate the Contract without 
an explanation, with a notice period of 2 (two) months (regular 
termination). The Client has the right to terminate the Contract 

at any time with regular termination with a notice period of 30 
calendar days, provided that they have complied with all of their 
outstanding payment obligations. 

17.4. Upon the cessation of the Contract the User shall return 
the identification device provided by the Bank within 15 (fifteen) 
calendar days therefrom, provided that they do not use any 
other Banking Services Requiring Electronic Identification. Any 
and all damages resulting from the failure of the Client to do so 
shall be borne by the Client.  

17.5. Upon the cessation of the Contract for whatever reason 
the access right granted to the Client and all Users under the 
Contract in question shall also cease to exist and consequently 
the Client and the Users will no longer be able to use the rele-
vant services. 

17.6. The cessation of the Contract for whatever reason shall 
not affect the other contract(s) of the Client with the Bank. 

17.7. The consent provided by the User to the holding of bio-
metric details by the Bank, with a view to facilitating the bio-
metric signature of Electronic Documents, can be withdrawn by 
the User at any time. If the User withdraws the consent, it shall 
not affect the lawful nature of previous data processing. Elec-
tronic Documents signed previously with a valid consent will re-
main effective and in force even after the withdrawal of the con-
sent, and Users will still be able to access them during the period 
specified under 18.9.4. either in the K&H e-post or the K&H e-
bank document storage space or on the electronic mailbox plat-
form, depending on the electronic channel used, as long as the 
User is authorised to use the electronic channel concerned. The 
Bank shall process the User’s biometric signature over the time 
period stipulated in provisions of law pertaining to Electronic 
Documents and the Bank’s Data Processing Manual, and only 
in the context of the document. Once the consent is withdrawn, 
it shall not use it for any other purpose. 

18. OTHER SPECIAL PROVISIONS APPLICABLE TO THE 
VARIOUS BANKING SERVICES REQUIRING 
ELECTRONIC IDENTIFICATION  

For the matters concerning various Banking Services Requiring 
Electronic Identification not regulated in this Section, the general 
provisions of this GCTC shall apply. 

18.1. OTHER SPECIAL PROVISIONS APPLICABLE TO 
K&H E-BANKING SERVICES 

18.1.1. K&H e-banking services can be used by Clients 
who have the appropriate, valid and effective contracts for 
account opening and management in place with the Bank, 
and that have the hardware and software required for the 
services (see the User Manual for their list). In the case of a 
Joint Account as defined in the ‘General Contracting Terms 
and Conditions for Bank Account, Deposit Account and 
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Term Deposit Products Provided to Resident and Non-resi-
dent Natural Persons’, the K&H e-banking service may be 
used by both the natural person specified as the ‘Ac-
countholder’ in the bank account agreement and by the nat-
ural person specified as the ‘Co-Accountholder’ in case the 
‘Co-Accountholder’ concludes the relevant contract with the 
Bank. 

18.1.2. The e-bank User must have the equipment required 
for the use of the K&H e-banking services and specified by 
the Bank, and must be authorised for their use.  The e-bank 
User must familiarise themselves with the technical attrib-
utes of this equipment and any other tools required for the 
use of the services from the Announcement or from the User 
Manual assisting the use of the service. 

18.1.3. If so requested, the he Bank shall provide the e-
bank User with the identification device required for the use 
of the services, as well as the banking application required 
for the use of the electronic identification device (mobile to-
ken) accessible in the K&H mobile bank application. The 
User Manual can be downloaded from 
https://www.kh.hu/ebank. The Bank reserves the right to up-
date and supplement the User Manual from time to time in 
order to improve the quality of the service. The update of the 
User Manual shall not require the amendment of the Con-
tract under any circumstances, and the Bank shall inform e-
bank Users of such updates electronically, using the e-bank-
ing application. 

18.1.4. This right shall not extend to reproduction, rework-
ing, processing and translation, including any other modifi-
cations and the reproduction of the result thereof and the 
preparation of backup copies. 

18.1.5. The Bank hereby declares and warrants that the 
identification device provided to the e-bank User is free from 
litigation, encumbrances and claims, and no third parties 
have any rights that would limit the Client in exercising their 
own rights pertaining thereto or prevent them from doing so. 
The Bank hereby declares and warrants that the identifica-
tion device meets the specification provided by the Bank, 
and that it can be used normally on the specified hardware 
and software configuration. 

18.1.6. The obligations of the Bank shall extend to the fol-
lowing: 

(a) advice provided on the use of the identification device;  
(b) troubleshooting advice;  
(c) investigation of problem reports.  

18.1.7. The Bank shall not be held liable for damages at-
tributable to malware/spyware programs outside its infor-

mation technology structure. Furthermore, the Bank shall ac-
cept no liability for damages arising from a lack of proper 
protection (anti-virus and anti-spyware software) on the 
User’s own information technology devices and equipment. 

18.1.8. The Bank shall be entitled to use the assistance of 
specialist third persons in order to comply with its obligations 
under the warranty. 

18.1.9. As a condition precedent for the warranty service, 
the Client undertakes to provide access to the identification 
device and the hardware accommodating it, and to make 
these available to the Bank at the conditions requested by 
the Bank and for the duration required for the delivery of the 
warranty service. 

18.1.10. The e-bank User shall use the identification device 
provided by the Bank as intended.  

18.1.11. The identification device can only be used by the e-
bank User, and it cannot be assigned. Legal and unincorpo-
rated entity Clients must notify the Bank when its relationship 
with an e-bank User as an e-bank User is terminated. E-bank 
Users must have their ePIN code deleted and their identifi-
cation device cancelled if they have no access to other Bank-
ing Services Requiring Electronic Identification. 

18.1.12. In the case of K&H corporate e-banking services 
the Client shall decide at their sole discretion and responsi-
bility to which person(s) to grant an access right and what 
nature/content such access rights will have. Only the e-bank 
Users registered by the Client with the Bank according to the 
relevant provision and with the content corresponding to the 
access rights listed in the relevant Annex to the Contract 
shall be regarded as lawful e-bank Users by the Bank.  

18.1.13. Based on the information provided by the Client, 
the Bank shall set up the e-bank User’s access rights. 

18.1.14. E-bank Users holding a valid identification device 
and entering the related PIN code, the user name and the 
related password, the mobile token and related mPIN 
code/fingerprint or K&H myID, ePIN code and primary/sec-
ondary SMS password shall have the right of disposal spec-
ified in the Contract over the accounts designated by the Cli-
ent in the K&H corporate e-banking service. 

18.1.15. The Client may use the relevant Annex to the Con-
tract for notices concerning granting access rights to e-bank 
Users and deleting them, and modifications in user details. 
The Client’s e-bank Users authorised thereto may do the 
same in the e-banking application. 

18.1.16. Each e-bank User of the K&H corporate e-banking 
services must have at least one identification device. 
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18.1.17. E-bank Users are required to use both the identifi-
cation device and the PIN code, or the mobile token and the 
related mPIN code/fingerprint, to prove their authority when 
exercising their right of disposal in the context of using the 
services. 

18.1.18. The Bank reserves the right to interrupt the availa-
bility of the system on an occasional basis (due to system 
maintenance) for short periods of time. The Bank undertakes 
to inform the e-bank User about the likely downtime via the 
system. The Bank shall accept no liability for any damages 
resulting from such downtimes. 

18.1.19. The Bank shall send its written notices to the Client 
to their correspondence address/registered office specified 
in the Contract, and by email. The Bank shall accept no lia-
bility for the failure of the Client to receive such written/elec-
tronic notices and the damages arising therefrom. 

18.1.20. E-bank Users shall have the access rights to K&H 
corporate e-banking services specified in the relevant Annex 
to the Contract. The extent of the right of disposal granted to 
the different e-bank Users over the accounts involved in the 
K&H corporate e-banking service shall be determined by the 
person authorised to act on behalf of the Client under the 
relevant legislation. If the Contract is amended, the Parties 
shall monitor the access rights in force; if an inconsistency 
still exists, the Bank shall take into account the access rights 
stated in the last order. 

18.1.21. USE IN PUBLIC SPACES 

The e-bank User acknowledges that the operator shall cov-
enant under its legal relationship with the Bank to make 
every reasonable effort to identify any unauthorised uses of 
the services, and it shall have the system supervised by sys-
tem managers twenty four hours, seven days. The operator 
shall be solely liable for any damages arising from the unau-
thorised use and this liability cannot be transferred to the 
Bank. 

The above provisions shall also apply if the e-bank User fails 
to use the service with the specified banking tools required. 

18.1.22. CONTRACTING USING K&H E-BANK 

Users can make contracts for using the Bank’s products and 
services indicated in the relevant Announcements – and un-
der the terms and conditions specified in said Announce-
ments – also by using the K&H e-bank service. The Contract 
and all relevant documents will only be created and ac-
cepted in an electronic form in this case, and will be valid 
without any physical signatures.  

Contracts made via the K&H e-bank become effective when 
the User expresses its intention to conclude the Contract by 

clicking on the signature function in e-bank, and the Bank 
makes the electronic form of the contract document (primar-
ily, but not exclusively: contract, declaration on accepting the 
contract offer) available for the User in the K&H e-bank doc-
ument storage area, from where it can be accessed any time 
later on.  The electronic document displayed in the docu-
ment storage area cannot be modified later on: it can be 
used to check the original content of the document as rec-
orded at the time when it was made, and to identify the de-
clarants mentioned therein and the date and time when their 
declarations were made. 

The Bank reserves the right to make electronic documents 
other than the document described under the present Sec-
tion available to the User by placing them into the User’s 
K&H e-bank document storage area. 

Following their conclusion, contracts made via the K&H e-
bank can only be modified or terminated subject to the Gen-
eral Contracting Terms and Conditions applicable to the re-
spective contract.  

 Contracts made using the K&H e-bank qualify as contracts 
made out in writing. 

18.1.23. ACCESSING THE ELECTRONIC MAILBOX 
SERVICE VIA THE K&H E-BANK SERVICE   

The Bank gives access to the electronic mailbox service as 
part of the K&H e-bank service for e-bank Users who, with a 
view to facilitating the biometric signature of Electronic Doc-
uments, have consented to the holding of their biometric 
data by the Bank, provided that the Client, if different from 
the User, has also concluded an agreement with the Bank 
on the biometric signature of Electronic Documents. 

The electronic mailbox service available as part of the K&H 
e-bank service as well as the banking services offered under 
such electronic mailbox service, are governed by the stipu-
lations pertaining to the electronic mailbox service, subject 
to the exceptions described in the present GCTC or the pre-
vailing Announcement.  

18.2. SPECIAL PROVISIONS APPLICABLE TO K&H 
MOBILE BANKING SERVICES 

GENERAL PROVISIONS 

18.2.1. The K&H mobile banking service is available to Us-
ers who have a valid and effective contract for K&H e-bank-
ing with the Bank and have at their disposal the hardware 
and software necessary for using the service. In the case of 
a Joint Account as defined in the ‘General Contracting Terms 
and Conditions for Bank Account, Deposit Account and 
Term Deposit Products Provided to Resident and Non-resi-
dent Natural Persons’, the K&H mobile banking service may 



  

GENERAL CONTRACTING TERMS AND CONDITIONS FOR BANKING SERVICES REQUIRING ELECTRONIC IDENTIFICATION 18 

 

be used by both the natural person specified as the ‘Ac-
countholder’ in the bank account agreement and by the nat-
ural person specified as the ‘Co-Accountholder’.. If the 
User’s contract for K&H e-banking services is terminated, 
their ability to accessing the K&H mobile banking service will 
also end. 

LIABILITY 

18.2.2. The Bank shall not be held liable for the adequacy 
of the Client’s own hardware peripherals or of any software 
installed on, or connected to, the same and the Bank shall 
accept no liability for any and all damages arising from the 
above. 

18.2.3. The Bank shall not be held liable for damages at-
tributable to malware/spyware programs outside its infor-
mation technology structure. Furthermore, the Bank shall ac-
cept no liability for damages arising from a lack of proper 
protection (anti-virus and anti-spyware software) on the 
User’s own information technology devices and equipment. 

18.2.4. The Bank maintains the right to specify further re-
quirements concerning the use of K&H mobile banking in its 
relevant Announcement. 

18.2.5. In mobile banking, the Client shall bear sole re-
sponsibility for which person or persons they grant an access 
right to for using the service and what type of access they 
grant with what scope. When electronic banking transactions 
are executed, the Bank shall consider a User a lawful mobile 
banking user if the Client has registered them as an e-bank 
user via the K&H e-banking service on condition that the ac-
cess rights of a mobile bank User are the same as the ac-
cess rights defined for the K&H e-bank.  

18.2.6. E-bank Users having a mobile token shall have the 
signatory right defined in the e-banking Contract while using 
the K&H mobile banking service concerning the account 
designated by the Client as included in the K&H corporate e-
banking service. 

18.2.7. The Bank shall not be held liable for damage due 
to errors resulting from the improper use of the mobile bank-
ing Software, the improper transmission of data, wrong or 
incomplete data or not up-to-date information, except if de-
monstrably attributable to an error by the Bank.  

18.2.8. The Bank shall be obliged to restore the Client’s 
data only if such data can be proven to have been corrupted 
or destroyed due to a software error caused by the Bank.  

18.2.9. The Bank reserves the right to interrupt the availa-
bility of the system on an occasional basis (due to system 
maintenance) for short periods of time. The Bank shall notify 

the User of the expected time of the interruption via the web-
site and of any event that also concerns the e-bank via the 
e-bank system. The Bank shall accept no liability for any 
damages resulting from such downtimes. 

18.2.10. Mobile banking Users shall have access rights to 
the K&H mobile banking service specified in the relevant An-
nex to the Contract. The extent of the right of disposal 
granted to the different e-bank Users over the accounts in-
volved in the K&H corporate e-banking service shall be de-
termined by the person authorised to act on behalf of the 
Client under the relevant legislation. If the Contract is 
amended, the Parties shall monitor the access rights in 
force; if an inconsistency still exists, the Bank shall take into 
account the access rights stated in the last order. 

18.2.11. Users shall be liable themselves for damage result-
ing from the mobile device used for accessing the K&H mo-
bile banking service being taken away from the User or be-
ing destroyed, failing or becoming unsuitable for any other 
reason whatsoever for using the K&H mobile banking ser-
vice. 

INSTALLATION AND DEPLOYMENT OF K&H 
MOBILE BANKING 

18.2.12. Users shall install the K&H mobile banking service 
themselves, from the link stated in the relevant Announce-
ment. 

18.2.13. Those parts of the K&H mobile bank service that 
require User identification are accessible and may be used 
only after the application has been downloaded and the mo-
bile token device has been activated. Without activation, 
only the functions not requiring any identification may be ac-
cessed. 

K&H MOBILE BANKING SOFTWARE 
AUTHORISATIONS 

18.2.14. Each module of the mobile banking Software is the 
exclusive property of the Bank. Each item in the mobile 
banking Software and all authorised copies of the mobile 
banking Software are and shall remain the property of the 
Bank. All intellectual property rights, copyrights, trademarks 
and secrets relating to the mobile banking Software are and 
shall remain the property of the Bank. The User has no right 
to sell, transfer, publish, dispose of, disclose or, in general, 
make available any item or any copy of the mobile banking 
Software to a third party unless authorised to do so by the 
Bank in writing. 

18.2.15. The Bank grants the User the right to use the mo-
bile banking Software, which shall be run at all times in com-
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pliance with the hardware criteria and on the operating sys-
tem defined in the current Announcement. The User under-
takes to use the latest version of the mobile banking Soft-
ware provided to them by the Bank at all times. 

18.2.16. The right to use the mobile banking Software is 
granted to the User on a non-exclusive basis and subject to 
a transfer ban. The mobile banking Software shall be used 
subject to the User’s liability, in a manner compliant with the 
provisions applicable to the use of the mobile banking Soft-
ware. 

18.2.17. The right to use the mobile banking Software is ex-
pressly limited to the ‘binary code’ delivered. The User shall 
not attempt to reconstruct the ‘source’ of the mobile banking 
Software or to perform reconstruction from any other com-
ponent of the Software (by way of disassembly, decompila-
tion or in any other manner). 

18.2.18. The User shall not have the right to modify the mo-
bile banking Software or to combine it with other Software, 
unless expressly authorised to do so. If such an authorisa-
tion exists, then the User shall bear all and any risk arising 
from such a modification, with special regard to the risk of 
incompatibility between the modified mobile banking Soft-
ware and any hardware, software or future software, soft-
ware version, software update, test, diagnostic or control 
routine. 

18.3. TERMS OF USE OF THE K&H MOBILE WALLET 

18.3.1. The K&H mobile wallet service will be accessible to 
K&H mobile bank Users who,  as Card Holders, have at least 
one K&H bankcard as specified in the Announcement, in ac-
cordance with these GCTC. To be able to take advantage of 
the service, Users as above are required to accept the terms 
of use of the K&H mobile wallet.  

18.3.2. K&H mobile wallet functionalities requiring elec-
tronic identification are only accessible after K&H mobile 
bank sign-in and identification. 

18.3.3. Mobile payment is based on communication be-
tween the User’s mobile device and the POS terminal when 
the device is brought near the POS terminal. 

18.3.4. To be able to execute mobile payments with digital 
bankcards the NFC (Near Field Communication) function on 
the mobile device used needs to be switched on.  

18.3.5. Payments can be executed with mobile devices in 
offline mode (i.e. without Internet connection) subject to the 
terms and conditions set forth in the Announcement. 

18.3.6. For the K&H mobile wallet service, the Bank may 
stipulate more demanding technical parameters than those 
for the K&H mobile bank. The operating system required for 

and other technical parameters with respect to the K&H mo-
bile wallet service are specified in the Announcement as ef-
fective.  

18.3.7. In addition to the provisions set forth in this section, 
use of the K&H mobile wallet service is governed by the rules 
applicable to the K&H mobile bank. 

18.4. SPECIAL PROVISIONS APPLICABLE TO K&H 
TELECENTER SERVICES 

18.4.1. The K&H TeleCenter is provided to natural persons 
using the Bank’s banking services. 

18.4.2. Transactions executed via the K&H TeleCenter and 
their fees shall be governed by the provisions published in 
the Announcements concerning the bank accounts, deposit 
accounts and term deposits of natural persons and concern-
ing investment services and securities dealings. 

18.5. SPECIAL PROVISIONS APPLICABLE TO THE 
K&H CÉGVONAL SERVICE  

18.5.1. The K&H Cégvonal telephone banking service is 
provided with the banking services specified in the General 
Contracting Terms and Conditions for the Bank’s account 
management, deposit and lending services to businesses. 

18.5.2. Clients may specify or modify the access rights of 
their authorised Transacting Persons in the relevant Annex 
to the Contract.  

18.5.3. Each Querying/Transacting Person can query all 
the accounts of the Client without restrictions or limitations. 
However, transaction orders can only be given by Transact-
ing Persons authorised by the Client. 

18.5.4. A Transacting Person can modify or terminate their 
own authorisation to use Banking Services Requiring Elec-
tronic Identification by phoning K&H Cégvonal to register this 
request. 

18.5.5. The termination of a Transacting Person’s authori-
sation to use Banking Services Requiring Electronic Identifi-
cation may be requested by the Transacting Person them-
selves (by telephone or in writing) or by the Client. The Client 
may exercise this right only by registering the request in writ-
ing with a branch administrator. The Transacting Person’s 
instructions shall be accepted by the Bank until the day on 
which the Client registers the request. 

18.5.6. If the Client terminates all the authorisations of all 
the Transacting Persons, then only the Client shall be au-
thorised to act, via a branch administrator, until the new 
Transacting Person(s) are appointed. 

18.5.7. The Transacting Person shall not have the right: 
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 to transfer to others their right to dispose over an account 
included in the scope of the Banking Services Requiring 
Electronic Identification;  

 to collect bank account statements or 

 to sign, amend or terminate contracts for services out-
side the scope of Banking Services Requiring Electronic 
Identification. 

18.5.8. Instead of this role, the rights of disposal defined in 
Chapter III. Services of the Announcement for Corporate Cli-
ents can be granted to Users specified after November 2, 
2016. 

18.6. SPECIAL PROVISIONS APPLICABLE TO THE 
K&H CORPORATE CUSTOMER SERVICE  

18.6.1. The K&H Corporate Customer Service is a service 
provided by the Bank to Clients that are resident or non-res-
ident legal or unincorporated entities, organisations (founda-
tions, churches, associations, municipalities etc.), busi-
nesses or private individuals engaging in commercial activi-
ties by telephone whose scope is determined in the prevail-
ing Announcement and particularly includes the provision of 
information and general help, complaint management and 
advice concerning the corporate products of the Bank as 
well as taking instructions.  

18.6.2. The ePIN code may be deleted at the express re-
quest of its holder and in the cases defined in Section 13.4. 

18.6.3. The termination of a Telephone Representative’s 
access rights may be initiated by the Telephone Representa-
tive themselves (by telephone or in writing) or by the Client. 
The Client shall exercise this right only in writing, via its re-
lationship manager. The instructions of the Telephone Rep-
resentative shall be accepted by the Bank until the day of the 
notification. Then only the Client shall be authorised to act, 
via its relationship manager, until a new Telephone Repre-
sentative is appointed. 

18.6.4. No Telephone Representative powers can be given 
after November 2, 2016. Instead of this role, the rights of 
disposal defined in Chapter III. Services and Annex 11 of the 
Announcement for Corporate Clients can be given to Users 
specified after November 2, 2016. 

18.7. SPECIAL PROVISIONS APPLICABLE TO 
ELECTRA SERVICES AND K&H ELECTRA24 
ELECTRONIC BANKING SERVICE BASED ON A 
MOBILE PHONE APPLICATION 

GENERAL PROVISIONS 

18.7.1. Under the Electra service (hereinafter: the Service), 
the Electra User may take the following actions electronically 
in the currency defined in the Announcement: 

(a) submit orders and notifications to the Bank, 

(b) perform bank account statement queries of their ac-
count balance and turnover, 

(c) gain access to the current day foreign currency/FX ex-
change rates of the Bank and the FX exchange rates of the 
National Bank of Hungary.  

(d) if a separate agreement exists to this effect, the user 
can manage the accounts kept at other banks in line with 
the provisions regulating the service. 

18.7.2. The Electra User may perform Electronic Banking 
Operations for the execution of which the submission of doc-
uments by the Client or a third person and the inspection of 
the documents by the Bank or a third person are necessary 
pursuant to the Contract or legal regulations, only if having 
fulfilled these obligations in advance.  

18.7.3. For the purposes of Electronic Banking Operations 
performed by Electra Users, the time established by the 
computer system of the Bank shall be regarded as the time 
of receipt of the order or the notification by the Bank. 

18.7.4. In its Announcements, the Bank may publish limita-
tions on the scope and the amount of Electronic Banking Op-
erations. 

18.7.5. The Bank may allow Electra Users to perform addi-
tional Electronic Banking Operations in the future. The Bank 
shall notify Electra Users of such changes.  

18.7.6. The Bank provides Electra Users with Forms for the 
purpose of written notifications relating to the Service. The 
Bank shall accept written communications by Electra Users 
to the Bank as valid only if submitted on these Forms. 

18.7.7. Certain sub-services provided to Electra Users by 
the Bank under the Service (e.g.: installation, error fixes) 
may also involve third-party experts. 

18.7.8. The bank charges for the Service are published in 
the relevant Announcement of the Bank. Should the Con-
tract stipulate bank charges different, the rates defined in the 
Contract shall apply. 

18.7.9. The Bank shall also notify Electra Users directly 
through the Electra System of any changes if the Service or 
any condition relating to the Service justify such notification 
or if the Electra User and the Bank so agreed in this regard.  

18.7.10. THE SPECIAL FEATURES OF THE SERVICE 
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A detailed description of the basic and supplementary ser-
vices is published in the latest, prevailing Announcement.   

ELECTRA INSTALLATION AND DEPLOYMENT 

18.7.11. Cli-
ents themselves shall install the Electra service accessible 
on fat clients, using the installation toolkit, which can be 
downloaded from the Bank’s website, and an installation 
code sent to the Client by SMS, with the help of the group 
code, user name and Token specified in the data sheet. Oth-
erwise, if the Client specifically requests administration by 
the Bank or requests help from the Bank having opted for 
administration by the Client, the Electra service is installed 
by the Bank at the site specified by the Client for a fee de-
fined in the Announcement. If the service is installed by it, 
the Bank shall also provide training on the use of the in-
stalled system. The Client shall sign the Installation Report 
to confirm that the Bank has installed the Electra Software in 
compliance with the Contract. 

18.7.12. The Electra service available via web interface (we-
bElectra) can be accessed from any computer that meets 
the requirements as defined in the Announcement, having 
Internet connection. No software is to be installed for using 
the service; however, in the case of identification device 
physically linked to the computer (e.g. a token) the driver and 
the browser pug-in of that device must be installed. The 
Bank may determine the browsers that can be used for the 
service. 

ACCESS RIGHTS: 

18.7.13. The 
Client registers with the Bank the authorised persons in the 
relevant Annex, along with the scope of their access rights 
to the Electra service.  

In the case of administration by the Client, the access rights 
may cover the following: 

(a) query right specified for each account,  

(b) right to record transactions specified for each account. 

(c) query right for all accounts,  

(d) signatory right specified for each account, 

(e) group right defined per identifier. 

(f) Self administration right – administration of user access 
rights, except for the signatory right over the account 

(g) Executive right – administration of user access rights, in-
cluding the signatory rights over the account. 

The above listed rights can be set on the interface enabling 
administration by the Client or they can be set by the Bank. 

Exceptions to this are the executive rights, which can only 
be set by the Bank, upon the written request of the persons 
authorised to sign on behalf of the company. 

The Bank is entitled to charge a fee as determined in the 
Announcement for any setting performed by it. 

18.7.14. Electra Users having query or other rights shall gain 
access to the items for which they are authorised after 
providing their Token passwords or if using webElectra, via 
the VICA application. 

18.7.15. Electra Users having query rights for all accounts 
may perform queries of every account of the Client. The 
scope of this query right automatically extends to newly 
opened accounts, for which the query right of the User shall 
be granted automatically. To modify rights, Clients them-
selves shall set the appropriate authorisations if Client side 
administration is opted for. In the case of administration by 
the Bank, Clients shall request the necessary authorisations 
for the new account in a data sheet. 

18.7.16. Signatory rights shall be defined for each User with 
the help of a score (of 1 to 10 points). The Bank shall only 
accept the orders signed with 10-point authorisation. For the 
submission of orders, signatory rights defined for specific ac-
counts have to be defined in the case of current accounts. A 
non-account specific signatory right shall be required at the 
time of the software installation in order to register the client 
program and also for the termination of term deposits, for the 
confirmation of authorisations relating to direct debits and, in 
the case of Client side administration, for the registration of 
additional users.  

18.7.17. The Client shall bear responsibility for the choice of 
the person or persons whom they authorise to use the Elec-
tra System installed at the Client. The Bank and the Electra 
System shall regard as authorised the persons who have 
been registered by the Client in the case of Client side ad-
ministration or who have been reported to the Bank as such 
in the form provided by the Bank in the relevant Annex. The 
user authorisation levels specified this way shall only apply 
to the Electra client terminal. 

18.7.18. The Bank shall set centrally: 

a) in the case of Client side administration: the authori-
sations of the first two Users.  

b) in the case of Bank side administration: the authori-
sations of the Users specified by the Client.  

The User shall set their Token password at the time of the 
first registration. In the case of Users having signatory rights, 
the same code will qualify as the code required for the ap-
proval, confirmation of specific orders. 
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18.7.19. The Electra User shall ensure that no other person 
has access to their Token password. The Bank shall not be 
liable for damages arising from unauthorised use. 

18.7.20. The User shall accept that if they enter their Token 
password incorrectly for five times in succession, they shall 
automatically lose access to the Electra service thereafter. 

18.7.21. In the event defined in Section 18.7.20., the User 
shall release the blocked Token password themselves by 
contacting the Bank’s telephone customer service; the ePIN 
code will be required. 

18.7.22.  The Client shall notify and consult the Bank in ad-
vance if they intend to modify their hardware or software sys-
tem. 

RECEIPT AND EXECUTION OF ORDERS 

18.7.23. The deadlines for the receipt by the Bank of the Or-
ders and the deadline for the execution thereof are specified 
in the Announcement. 

18.7.24. It is the Client’s/User’s own responsibility to make 
regular back-ups of the computer files containing their orders 
and notices. If the Electra program installed on the Client’s 
computer is damaged, the Bank can only guarantee the re-
trieval of the saved data. 

18.7.25. The Bank shall regard as valid orders only those 
orders that were submitted to it by the User, were found for-
mally correct by the Electra System and, in terms of content, 
fully complied with the provisions of legal regulations and of 
the Contract. 

18.7.26. The Bank shall be entitled to debit the account in 
accordance with the orders that were signed using the To-
ken or the VICA application. 

MODULE FOR MANAGING ACCOUNTS KEPT AT OTHER 
BANKS 

18.7.27. The Client becomes entitled to use the module for 
managing accounts kept at other banks within the webElec-
tra service based on a separate agreement concluded with 
the Bank. The Bank shall provide the services enabling the 
management of accounts kept at other banks based on the 
provisions defined herein, as well as in the relevant agree-
ment concluded with the Client and the Announcement, 
which provisions may differ from the ones set forth in the 
general terms and conditions defined for the webElectra ser-
vice. The ‘Management of accounts held in other banks’ 
module can only be used subject to identification with a To-
ken ID device or via the VICA application. 

18.7.28. The management of accounts kept at other banks 
is possible in Hungarian and in English.  

18.7.29. The Electra User becomes entitled to perform the 
following operations as part of the module for managing ac-
counts kept at other banks: 

a) initiate transfer orders with manual data entry,  

b) initiate transfer orders with file import,  

c) conversion between domestic and international file 
formats, 

d) generate reports for balance and client data and 
account statements,  

e) administration of user rights (self-administration). 

18.7.30. Within the module for managing accounts kept at 
other banks, the following orders may be initiated: transfers 
within the company group, transfers to third parties, lump 
sum transfers (wage transfers). The orders may be gener-
ated individually or based on a template, from a file or via file 
import from the Client’s ERP software (file import). 

18.7.31. Within the module for managing accounts kept at 
other banks, the Electra User may view and/or print (day-
end, mid-day) account statements, may initiate detailed 
transaction searches, query value dated balances, and may 
export the account information into various file formats. 

18.7.32. The Electra User may revoke the orders given in 
the module for managing accounts kept at other banks until 
the order has been duly signed. Thereafter the Bank’s rela-
tionship manager should be contacted to revoke the order. If 
the Electra User wishes to revoke a payment order to be ex-
ecuted from or to a bank account kept at the Bank, provided 
that the order’s currency is Euro or the currency of a member 
state of the EEA outside of the Euro zone and that the bank 
of the paying party and of the beneficiary has its principle 
place of business in one of the member states of the EEA, 
the following provisions shall apply: 

a) The payment order may no longer be revoked 
once the Bank has received it. A payment order shall be 
deemed received by the Bank when it has been signed 
and sent to the Bank. 

b) A value dated order may be revoked until the end 
of the banking day preceding the agreed date of debiting 
at the latest. 

18.7.33. The Banks shall define the time of execution based 
on the order’s time of receipt (verified by digital signature, in 
a condition suitable to be accepted). 

SPECIAL PROVISIONS PERTAINING TO K&H 
ELECTRA24 ELECTRONIC BANKING SERVICE BASED 
ON A MOBILE PHONE APPLICATION 
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18.7.34. K&H Electra24 electronic banking service based on 
a mobile phone application may be used by Clients who are 
entitled to using the webElectra service. K&H Electra24 elec-
tronic banking service based on a mobile phone application 
may only be used together with the VICA application only. 
The Bank provides K&H Electra24 electronic banking ser-
vice based on a mobile phone application upon receipt of the 
Client’s application to this end and the conclusion of the con-
tract, subject to the prices stipulated in the current An-
nouncement. 

18.7.35.  Logging onto K&H Electra24 electronic banking 
service based on a mobile phone application, and the ap-
proval of banking transactions available in the application 
and requiring electronic identification shall take place using 
K&H myID, subject to identification via the VICA application. 
If the Electra User chooses so, the application allows the 
system to remember the K&H myID linked to the User in 
question. 

18.7.36. As part of K&H Electra24 electronic banking service 
based on a mobile phone application, Electra Users become 
entitled to use the services and function requiring electronic 
identification and execute transactions, as set out in the An-
nouncement. 

18.7.37. K&H Electra24 electronic banking service based on 
a mobile phone application is available in Hungarian and 
English. The technical conditions of using this service are 
stipulated in the current Announcement. 

18.7.38. The user rights of Electra Users in respect of K&H 
Electra24 electronic banking service based on a mobile 
phone application, are identical to the scope of user rights 
pertaining to using the webElectra service.  

18.7.39. Otherwise, K&H Electra24 electronic banking ser-
vice based on a mobile phone application, is governed by 
the stipulations pertaining to the webElectra service, subject 
to the exceptions described in the present section. 

BLOCKING; THE REPORTING OBLIGATION OF USERS 

18.7.40. Blocking, in the case of Client side administration, 
is performed by the Client (or other User) themselves with 
the help of the Electra terminal or by phone with the help of 
the Bank using the ePIN code. 

18.7.41. In the case of Bank side administration: The User 
shall report the following events immediately upon being in-
formed of them by calling the phone number defined in the 
Contract (available 24 hours a day, every day of the year): 

(a) access by unauthorised persons to the Token Pass-
word, and 

(b) loss or theft of the Token 

(c) the device on which the VICA application is installed 
is no longer in the possession of the Electra User (lost or 
stolen) and the PIN of the application is accessed by an 
unauthorised person. 

(d) an unauthorised operation in the Client’s bank ac-
count statement, due to which the Client requests (in the 
case of the Electra Software) the blocking of the Service 
or the blocking of any User. 

18.7.42. The reporting of the above listed events must con-
tain the Client’s company name, registered seat, tax num-
ber, account number, the accurate definition of the event re-
ported, the name of the reporting person and a fax/phone 
number at which the Bank can confirm the reported event as 
well as a declaration that the reporting person expressly re-
quests, in the case of the Electra Software, the blocking of 
the entire Service or a specific User. If the reporting person 
does not request blocking at the time of reporting the event, 
the Bank shall proceed in accordance with the rules pertain-
ing to complaints. 

18.7.43. The Bank shall execute blocking immediately dur-
ing the phone-call in the case of events reported between 
7.00 AM and 5.00 PM on banking days. In the case of events 
reported on holidays and between 5.00 PM and 7.00 AM on 
banking days, the Bank shall execute the blocking before the 
processing of the payment items received after 5.00 PM on 
the previous banking day. 

18.7.44. Within one hour of the blocking but on the next 
banking day at the latest, the Bank shall confirm the event 
reported and the blocking by sending a fax message to the 
fax number specified by the reporting person. 

18.7.45. An event is considered reported if the reporting per-
son has provided all of the data requested by the Bank (with 
the exception of only the tax number). The blocking shall be-
come effective when the Bank has taken the measures re-
quired for the blocking within a reasonable time necessary 
these measures. The Bank shall record the time of reporting 
in accordance with the local time applied in the Bank’s sys-
tems. 

18.7.46. The Client shall bear the risk of blocking and all 
damages arising from the fact that the blocked Token pass-
word cannot be used. The Bank shall assume no liability for 
damages suffered by either the User or by any third person 
due to the failure to block the Token password or the abuse 
of the blocking process. 

18.7.47. If the damage arising from unauthorised use was 
not caused by the intentional behaviour or gross negligence 
of the User, the User shall cover the damage arising before 
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the reporting and the request for the blocking of the Token 
password up to a cap of HUF 45,000. 

18.7.48. The Bank shall keep a record of the events re-
ported. Upon the request of the Client, the Bank shall issue 
a certificate of the fact that an event was reported and on the 
content and time of the report made retroactively for a period 
of maximum five years.  

18.7.49. Any damages arising between the time of being in-
formed of the fact forming the basis of the reporting and the 
time of reporting of this fact to the Bank shall be borne by the 
Client.  

18.7.50. The Bank shall be liable for the damages arising af-
ter the reporting of the relevant event unless the damage 
arising after reporting is caused by the User themselves by 
an intentional or grossly negligent breach of contract.  

18.7.51. If a judgment of the facts with the generally ex-
pected care suggests that a criminal act has taken place, the 
Client (or other User) shall immediately report this suspicion 
to the authority competent for the investigation of criminal 
acts. 

18.7.52.  The blocking of the Token password is final and 
irrevocable. The Service may not be used from the time of 
confirmation until the release of blocking. The blocking may 
be released by the representative of the Client personally at 
the account managing branch by filling out the Form re-
ceived at the branch and signing it in the corporate signature 
registered with the Bank.  

18.7.53. The costs arising at the Bank and at the Client in 
relation to the blocking shall be borne by the Client. 

LIABILITY 

18.7.54. The Bank shall not be liable for the damages arising 
from errors in the Electra Software, the inappropriate trans-
mission of data, incorrect or incomplete data or non-updated 
information unless such damages can be proven to have oc-
curred due to an error of the Bank. Also, the Bank reserves 
the right to interrupt the availability of the system on an oc-
casional basis (due to system maintenance) for a short time. 
The Bank shall notify the Electra User via the system of the 
expected time of the interruption. The Bank shall not be lia-
ble for damages potentially arising from such interruptions. 

18.7.55. The Bank shall be obliged to restore the Client’s 
data only if such data can be proven to have been corrupted 
or destroyed due to a software error caused by the Bank 
provided that the Client took measures to ensure that the 
data can be restored from materials stored in a format read-
able by the Electra System. 

18.7.56. The Client shall cover all damages arising from the 
inappropriate use of the Tokens provided to the Users or the 
use of the Tokens by an unauthorised person, as well as all 
damages resulting from the use, by an unauthorised person, 
of the mobile device used for the purpose of accessing K&H 
Electra24 electronic banking service based on a mobile 
phone application. The only exemption from this rule shall 
be the damages arising after the reporting of the Token; or, 
in the case of the Electra Software, the Service; or, in the 
case of K&H Electra24 electronic banking service based on 
a mobile phone application, the blocking of the application, 
to the Bank. 

18.7.57. The Client shall be liable before the Bank and other 
collaborators for all damages arising from the fact that the 
orders placed by the User or the data provided by the user 
were inappropriate, incorrect or incomplete. 

18.7.58. The Bank shall not be liable for damages arising 
from the fact that the instruction (order) of the User is dam-
aged, becomes unintelligible or is accessed by unauthorised 
persons during data transmission due to the faulty operation 
or the failure of the modem or the data connection. The Bank 
shall have no liability for damages arising from the manipu-
lation of the data files by any person during data transmis-
sion. 

18.7.59. The User shall use the Electra Software at the risk 
and liability of the Client and may connect the computer/mo-
bile device to the Bank’s Electra System at the liability of the 
Client. Accordingly, the Bank shall not be held liable on the 
grounds of damage to the Client’s computer/mobile device 
or the data files stored on the Client’s computer or damage 
to other peripherals, computers, mobile devices, software or 
data files connected to the Client’s computer caused by the 
Electra Software or the Electra System or an error or break-
down of the Electra Software or the Electra System or any 
other damage arising from the fact that the Client is not au-
thorised to dispose over the computer appointed for the in-
stallation of the Electra Software. 

ELECTRA SOFTWARE AUTHORISATIONS 

18.7.60. Each module of the Electra Software is the exclu-
sive property of the licensor of the Bank and each item of the 
Electra Software and each authorised copy made of the 
Electra Software is and shall remain the property of the li-
censor of the Bank. All intellectual property rights, copy-
rights, trademarks and secrets relating to the Electra Soft-
ware are and shall remain the property of the Bank and the 
licensor of the Bank. The Client (User) has no right to sell, 
transfer, publish, dispose of, disclose or, in general, make 
available any item or any copy of the Electra Software to 
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third parties unless authorised to do so by the Bank in writ-
ing. 

18.7.61. The Bank grants the Client or the User the right to 
use the Electra Software, which shall be run at all times in 
compliance with the hardware criteria and on the operating 
system defined in this GCTC. The Client shall always use 
the latest version of the Electra Software provided by the 
Bank, which shall either be updated online or the current up-
dates may be downloaded from the Bank’s Internet portal 
and installed on the Client’s computer. 

18.7.62. The right to use the Electra Software is granted to 
the Client on a non-exclusive basis and subject to a transfer 
ban. The Electra Software shall be used under the Client’s 
exclusive liability, in a manner compliant with the provisions 
applicable to the use of the Electra Software. 

18.7.63. The right to use the Electra Software is expressly 
limited to the ‘binary code’ delivered. The Client shall not at-
tempt to reconstruct the ‘source’ of the Electra Software or 
to perform reconstruction from any other component of the 
Electra Software (by way of disassembly, decompilation or 
in any other manner). 

18.7.64. The Client shall not have the right to take a backup 
of the Electra Software. The Client has no right to modify the 
Electra Software, to combine it with other software unless 
expressly authorised to do so. If such an authorisation ex-
ists, the Client shall bear all and any risk arising from such a 
modification, with special regard to the risk of incompatibility 
between the modified Electra Software and any hardware, 
software or future software, software version, software up-
date, test, diagnostic or control routine. 

18.7.65. The Bank shall grant the right of use for a period 
starting on the day of delivery of the Electra Software and 
ending when the Client terminates the use of the Service or 
the Contract concluded between the Parties terminates for 
any other reason. 

18.7.66. If the Client fails to comply with any of the obliga-
tions defined in the Contract regarding the use of the Electra 
Software, the Bank shall be entitled to immediately withdraw 
the right of use in respect of each item of the Electra Soft-
ware without any special legal procedure. 

18.7.67. The Client shall take all necessary measures in or-
der to protect the rights of the Bank or the licensor of the 
Bank from violations by the Client’s own employees and rep-
resentatives or any other person who may have access to 
the documentation, the Electra Software and the know-how. 

18.7.68. If failing to comply with the above obligation, the Cli-
ent shall bear full liability for all legal consequences and for 

the breach of the Contract including the obligation to indem-
nify for the damage caused. 

18.7.69. The Client shall destruct the Electra Software within 
one day of the day of termination of their right of use for any 
reason and send a written declaration to the Bank of the de-
struction of the software. 

ELECTRA SOFTWARE WARRANTY 

18.7.70. The Bank warrants that the Electra Software com-
plies with the specifications communicated by the Bank at 
the time of delivery and that it can be used properly on the 
contractual hardware and operating system. In the case of 
installation by the Bank, the Bank shall install the Electra 
System and train, in a maximum of 2 hours, one person act-
ing on behalf of the Client to use the Electra System at the 
site of installation. 

18.7.71. The warranty of the Bank shall not extend to the 
peripherals of the hardware containing the Electra Software 
and any hardware and software connected to the Electra 
Software.  

18.7.72. The Client acknowledges that the Bank may use 
the services of third-party experts for the installation of the 
Electra Software and the fulfilment of its obligations under 
the warranty. 

18.7.73. The warranty service of the Electra Software covers 
the following: 

(a) advisory service in relation to the installation of the 
Electra Software Module, the updates and corrections 
provided and authorised by the Bank,  

(b) (b) advisory service for the identification of errors,  

(c) advisory service for the solution of the problems aris-
ing during the installation of the updates and corrections, 

(d) temporary fixes and alternative solutions, 

(e) investigation of reports on problems,  

(f) delivery of updates.  

18.7.74. As a precondition for the provision of the Electra 
Software warranty service, the Client undertakes to provide 
access to the Electra Software and the hardware containing 
the Electra Software under the conditions requested by the 
Bank and for the time required to provide the warranty ser-
vice during the entire term of the Contract. The Client shall 
always use the latest Electra Software version provided by 
the Bank.  

18.7.75. Services beyond the scope of the Electra Software 
warranty:  
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(a) solving problems arising from non-contractual or non-
documented use of the Electra Software or negligence,  

(b) regenerating the Electra Software in the cases when 
regeneration is necessary due to an error not attributable 
to the Bank,  

(c) modification of the functions of the Electra Software 
upon the Client’s request. 

TERMINATION OF SERVICE 

18.7.76. If the Client does not use any Electra Software 
Module (does not log on to the Electra client program) for a 
period of at least 12 months, the Bank may delete the Electra 
Software Module not used from the Electra System. If the 
Client does not use the Electra Software Module (or, in the 
case of more than one Electra Software Modules, all of the 
modules) for more than 18 months, the Bank may terminate 
further access of the Client to the Electra System, which 
shall imply automatic termination of the Contract. 

18.7.77. If the Client requests the last Electra User to be de-
leted, it shall also constitute the ordinary termination of the 
Contract for the K&H Electra service and the K&H Electra24 
electronic banking service based on a mobile phone appli-
cation by the Client. 

18.7.78. In the case of termination of the Contract for any 
reason, the fees, commissions and charges not paid to the 
Bank shall become due and payable in a lump sum on the 
day of termination. 

18.8. SPECIAL PROVISIONS APPLICABLE TO K&H E-
POST SERVICES 

18.8.1. The K&H e-post service is available to the Users of 
the non-natural-person Clients that have a valid and effec-
tive contract in place with the Bank for the products defined 
in the relevant Announcement and have the hardware and 
software required for the use of the service, as are listed in 
the user manual. 

18.8.2. In the case of K&H e-post services requested and 
accounts opened after November 2, 2016, the Client shall 
forgo receiving paper-format account statements, through 
Magyar Posta Zrt. (Hungarian Post) or otherwise, with re-
spect to all existing and future payment accounts and secu-
rities accounts. Any condition deviating from this may be in-
cluded in a unique contract. In the case of Contracts con-
cluded prior to November 2, 2016, the terms and conditions 
of the K&H e-post service – with regard to the already exist-
ing accounts – are contained in the already concluded con-
tract. 

18.8.3. The e-post User must have, and be authorised to 
use, the equipment defined by the Bank as necessary for the 

use of the K&H e-post service. E-post Users shall familiarize 
themselves with the technical attributes and the proper use 
of these equipment and other tools necessary for the use of 
the service. The Bank shall not assume liability for damages 
arising from improper use. 

18.8.4. If so requested, the Bank shall provide the e-post 
User with the identification device as required for the use of 
the services, as well as the Bank’s application enabling the 
use of the electronic identification device (mobile token) 
available for the users of the K&H Mobile Bank application. 
The user manual can be downloaded from 
https://www.kh.hu/ebank. The Bank reserves the right to up-
date and supplement the user manual from time to time in 
order to improve the quality of the service and develop the 
applications. The update of the user manual shall not consti-
tute an amendment of the Contract under any circum-
stances, and the Bank shall inform e-post Users thereof 
electronically through the Internet using the e-post applica-
tion. 

18.8.5. Regarding the definition of access rights in the case 
of the K&H e-post service, it is the Client’s exclusive respon-
sibility to determine the person or persons who are author-
ised to use the service. For the purpose of the execution of 
electronic banking operations, the Bank shall regard those 
persons as legitimate e-post Users who have been reported 
to the Bank as such on the form provided by the Bank in the 
relevant Annex. 

18.8.6. The Bank sets e-post User authorisations on the 
basis of the authorisations reported by the Bank and pro-
duces the identification devices to be provided personally to 
the given e-post Users. 

18.8.7. The Client may request from the Bank the cancel-
lation of the access rights of a certain e-post User or the 
modification of user data in writing on the form provided the 
relevant Annex. 

18.8.8. The Bank reserves the right to interrupt the availa-
bility of the system on an occasional basis (due to system 
maintenance) for a short time. The Bank shall notify the e-
post User of the expected time of the interruption. The Bank 
shall not be liable for damages potentially arising from such 
interruptions.  

18.8.9. Once the Electronic Document is placed in the K&H 
e-post service, the Electronic Document is considered deliv-
ered to the Client. 

18.8.10. Accessing the electronic mailbox service via the 
K&H e-post service: 

The Bank gives access to the electronic mailbox service as 
part of the K&H e-post service for e-post Users who, with a 
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view to facilitating the biometric signature of Electronic Doc-
uments, have consented to the holding of their biometric 
data by the Bank, provided that the Client, if different from 
the User, has also concluded an agreement with the Bank 
on the biometric signature of Electronic Documents. 

The Bank shall check the User’s right to represent and sign 
on behalf of the Client in respect of the legal transaction in 
question in line with the general provisions. The User is only 
entitled to place a Biometric Signature on an Electronic Doc-
ument if the Bank has properly ascertained the User's right 
of representation. 

The electronic mailbox service available as part of the K&H 
e-post service, as well as the banking services offered under 
such electronic mailbox service, are governed by the stipu-
lations pertaining to the electronic mailbox service, subject 
to the exceptions described in the present GCTC or the pre-
vailing Announcement. 

18.9. SPECIAL PROVISIONS APPLICABLE TO THE 
ELECTRONIC MAILBOX SERVICE; ADDING AN 
ELECTRONIC SIGNATURE TO AN ELECTRONIC 
DOCUMENT AND MAKING IT ACCESSIBLE  

18.9.1. The Bank enables Users to sign, by adding their Bi-
ometric Signature, the Electronic documents specified in the 
prevailing Announcement if an agreement have been con-
cluded by the Client and the Bank on the biometric signature 
of Electronic Documents. This service is only available if the 
User has consented to the holding of their biometric data by 
the Bank and has met hardware and software requirements 
for this service. A list of Electronic Documents that can be 
fitted with a Biometric Signature, the scope of transactions 
available under the electronic mailbox service, and the fees 
and charges applicable for this service are contained in the 
prevailing Announcement. The Bank shall check the User’s 
right to act and sign in respect of the legal transaction in 
question in line with the general provisions. The User is only 
entitled to place a Biometric Signature on an Electronic Doc-
ument if the Bank has properly ascertained the User's right 
to act and sign. 

18.9.2. In the presence of the User, the Bank records the 
image of their signature and biometric profile on a signature 
device allowing for the placement of electronic signatures 
and legal statements, which the Bank will store in its systems 
together with the User’s unique ID, separately from their nat-
ural personal identification details.  
When the User wishes to sign an Electronic Document, the 
Bank shall display the text of the document on the signature 
device for the purpose of reading. When adding a Biometric 
Signature to an Electronic Document, the Bank shall check 
whether or not previously registered Biometric Data and the 

Biometric Data entered on the signature device when adding 
the Biometric Signature match. If they match, the Biometric 
Data shall be added to the Electronic Document.  
In case of a mismatch of Biometric Data, it is possible to rec-
ord a new Biometric Signature after the User has been suc-
cessfully identified. The Electronic document is signed by 
the User(s) and, if considered necessary for producing a le-
gal effect in view of the content of the legal statement con-
cerned, also by the bank employee(s) acting on behalf of the 
Bank by adding their Biometric Signatures. After each signa-
ture a time stamp is also added to the Electronic Document 
by the Bank.  

18.9.3. The Bank shall deliver the Electronic Documents to 
the User, and to the Client if different from the User, by mak-
ing such documents available in the electronic mailbox. 
Once the Electronic Document is placed in the electronic 
mailbox, the Electronic Document is considered delivered to 
the Client. After signing with a Biometric Signature, the User 
must immediately check the delivery of the Electronic Docu-
ment by the Bank as well as its content for correctness.  

18.9.4. The Bank provides access to the Electronic docu-
ments made available in the electronic mailbox for all author-
ised User(s) during the entire time of the business relation-
ship. 

18.9.5. The Bank reserves the right to deliver documents 
other than those specified in Section 18.9.1 by making them 
available in the electronic mailbox. 

18.9.6. Access to the electronic mailbox service is provided 
in line with relevant provisions in Section 11, by entering the 
identification data specified therein. 

18.9.7. In case the User has lost or forgotten the ePin code 
or needs it to be replaced for some other reason, the User 
can request a new ePin code at the branch. Should the User 
enter incorrect identification data for 3 (three) times in a row, 
the Bank will block their access from the computer with the 
IP address concerned for 24 (twenty-four) hours to prevent 
fraud.  

18.9.8. The User is authorised and also obliged to save 
their Electronic Documents on their own durable media. 
Once the business relationship terminates, the User will 
have no electronic access to the Electronic documents, 
therefore, they must save the Electronic Documents on their 
own durable media well in time. After the business relation-
ship terminates, the Bank will not be able to provide elec-
tronic access to the Electronic Documents stored in the elec-
tronic mailbox. 
Once the business relationship terminates, the User may re-
quest hard copies of the Electronic Documents, authenti-
cated by the Bank, subject to an express statement made by 
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the User to this effect at the branch. Hard copies of Elec-
tronic Documents are provided in person only, at the branch. 
Provisions pertaining to the deadline of issuing authenti-
cated printouts and applicable charges are contained in the 
prevailing Announcement.   

18.9.9.  The Bank reserves the right to interrupt or restrict 
the availability of the electronic mailbox due to daily system 
maintenance at a time of day and for a duration specified in 
the Announcement, or due to occasional system mainte-
nance at a time and for a duration announced beforehand. 
The Bank shall accept no liability for any damages resulting 
from such interruption or restriction.  

18.9.10. The Bank shall accept no liability for the failure of 
the Client to receive or access the Electronic documents 
made available in the electronic mailbox, nor any damages 
arising from such failure. 

18.10. ADDING AN ELECTRONIC SIGNATURE TO AN 
ELECTRONIC DOCUMENT AND MAKING IT 
ACCESSIBLE 

18.10.1. Via its on-line platform (www.kh.hu) made availa-
ble to Clients, the Bank makes it possible for its Clients to 
initiate the usage of certain products on-line. In such cases, 
the contract aimed at using such products shall also be con-
cluded on-line. In the application process the Bank shall pro-
vide the Client with a randomly generated and unique (i.e. 
always different and single-use) numerical code (signature 
code), which only the Client can access. The Bank shall for-
ward the Electronic Document containing the draft contract 
to the Client via the on-line platform, which will also be auto-
matically downloaded to the Client’s personal computer or 
any other electronic device used for the initiation of the prod-
uct. If the Client agrees with the contents of the draft contract 
and wishes to conclude the contract, they must enter the sig-
nature code in the on-line platform’s appropriate field, thus 
adding and Electronic Signature to the Electronic Document. 
The signature of the Contractual Document by the Client us-
ing Electronic Signature qualifies as an at least advanced 
Electronic Signature and a written contract, in line with the 
relevant legislation. The Electronic Document, which also 
contains the Client’s Electronic Signature added electroni-
cally, shall be automatically downloaded to the Client’s per-
sonal computer or any other electronic device used for the 
initiation of the product.  

18.10.2. Once the Bank downloads the Electronic Docu-
ments onto the Client’s personal computer or any other elec-
tronic device used for the initiation of the product they must 
be considered provided to the Client.  
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